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ABSTRACT
Asynchronous Byzantine Fault Tolerant (BFT) consensus protocols
have garnered significant attention with the rise of blockchain tech-

nology. A typical asynchronous protocol is designed by executing

sequential instances of the Asynchronous Common Sub-seQuence
(ACSQ). The ACSQ protocol consists of two primary components:

the Asynchronous Common Subset (ACS) protocol and a block sort-

ing mechanism, with the ACS protocol comprising two stages:

broadcast and agreement. However, current protocols encounter

three critical issues: high latency arising from the execution of

the agreement stage, latency instability due to the integral-sorting

mechanism, and reduced throughput caused by block discarding.

To address these issues, we propose Falcon, an asynchronous

BFT protocol that achieves low latency and enhanced throughput.

Falcon introduces a novel broadcast protocol, Graded Broadcast
(GBC), which enables a block to be included in the ACS set directly,

bypassing the agreement stage and thereby reducing latency. To

ensure safety, Falcon incorporates a new binary agreement protocol

called Asymmetrical Asynchronous Binary Agreement (AABA), de-
signed to complement GBC. Additionally, Falcon employs a partial-

sorting mechanism, allowing continuous rather than simultaneous

block sorting, enhancing latency stability. Finally, we incorporate

an agreement trigger that, before its activation, enables nodes to

wait for more blocks to be delivered and committed, thereby en-

hancing throughput. We conduct a series of experiments to evaluate

Falcon, demonstrating its superior performance.

PVLDB Artifact Availability:
The source code, data, and/or other artifacts have been made available at

https://github.com/CGCL-codes/falcon.

1 INTRODUCTION
With the rising prominence of blockchain technology [5, 44, 51],

Byzantine Fault Tolerant (BFT) consensus has garnered significant

§
Corresponding author.

†
National Engineering Research Center for Big Data Technology and System, Services

Computing Technology and System Lab, Cluster and Grid Computing Lab, School of

Computer Science and Technology, Huazhong University of Science and Technology.

‡
School of Computer Science, The University of Sydney.

∗
Language Technologies Institute, Carnegie Mellon University.

This work is licensed under the Creative Commons BY-NC-ND 4.0 International

License. Visit https://creativecommons.org/licenses/by-nc-nd/4.0/ to view a copy of

this license. For any use beyond those covered by this license, obtain permission by

emailing info@vldb.org. Copyright is held by the owner/author(s). Publication rights

licensed to the VLDB Endowment.

attention from both academia and industry [50, 55]. The BFT consen-

sus protocols ensure agreement on data and facilitate implementing

the State Machine Replication (SMR) among distributed nodes, some

of which may be malicious, known as Byzantine nodes. These pro-

tocols are categorized by timing assumptions into synchronous

protocols, partially synchronous, and asynchronous types. Given

that synchronous and partially-synchronous protocols are suscep-

tible to network attacks [30, 41], recent research has increasingly

focused on developing asynchronous protocols [22, 58].

1.1 Asynchronous BFT
An asynchronous BFT protocol can be constructed by executing con-

secutive instances of Asynchronous Common Sub-seQuence (ACSQ),
each generating a block sequence that is written to an append-only

vector for execution. An ACSQ protocol comprises two compo-

nents: an Asynchronous Common Subset (ACS) protocol and a block

sorting mechanism. The ACS protocol produces a consistent set

of blocks, referred to as the ACS set, which are then sorted into a

sequence by the block sorting mechanism. The sorting of blocks is

essentially the process of writing these blocks to the append-only

vector, also known as committing blocks. A detailed explanation of

these operation terms is provided in Table 1 and Section 2.3.2.

The construction of ACS typically unfolds in two stages: the

broadcast stage and the agreement stage. During the broadcast stage,

each node disseminates blocks using the Reliable Broadcast (RBC)
protocol [11, 14]. The agreement stage diverges into two distinct

paradigms: the BKR paradigm [9] and the CKPS paradigm [13].

An ACSQ protocol utilizing the BKR paradigm is illustrated in

Figure 1a, where an Asynchronous Binary Agreement (ABA) in-
stance is executed for each block. ABA is used to reach agreement

on binary values. Each node inputs either 0 or 1 into ABA, which

then produces a consistent output of 0 or 1. In the BKR paradigm,

an output of 1 indicates that the corresponding block should be

included in the ACS set, while an output of 0 signals rejection. As

shown in Figure 1a, blocks 𝐵2, 𝐵1, ..., and 𝐵𝑛 are included in the

ACS set, whereas 𝐵3 is excluded. On the other hand, the CKPS para-

digm, depicted in Figure 1b, employs a singleMulti-valued Validated
Byzantine Agreement (MVBA) instance during the agreement stage.

The MVBA protocol takes an array of block numbers (i.e., the iden-

tifiers of their creators) as input and produces an output array that

More accurately, the input is an array of block numbers plus proofs [30].
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(a) An ACSQ instance utilizing the BKR paradigm

(b) An ACSQ instance utilizing the CKPS paradigm
Figure 1: The structure of ACSQ protocols
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Figure 2: Latency decomposition

determines which blocks should be included in the ACS set. Follow-

ing the agreement stage, blocks within the ACS set are sorted by

block numbers in both the BKR and CKPS paradigms.

However, existing protocols encounter three primary issues:

1.1.1 Issue 1: high latency. As analyzed in [30], the latency of the

BKR-ACS protocol (i.e., the ACS protocol utilizing the BKR para-

digm) is defined by the sum of two stages: 𝑡𝑟 + log(𝑛) · 𝑡𝑎 , where 𝑡𝑟
represents the latency for a RBC instance, 𝑡𝑎 for an ABA instance,

and 𝑛 denotes the node count. BKR-ACS’s latency can be quite high

for large 𝑛. As for the CKPS-ACS protocol, it has a latency of 𝑡𝑟 +𝑡𝑚 ,

where 𝑡𝑚 denotes the latency of an MVBA instance. While this

protocol eliminates the logarithmic term, 𝑡𝑚 introduces a signifi-

cant constant term. Specifically, even the state-of-the-art MVBA

protocol, sMVBA [29], has a best-case latency of six communication

rounds, compared to just three rounds for 𝑡𝑟 . We conduct prelimi-

nary experiments with 16 nodes to analyze the latency at different

stages of the ACS protocol, with HBBFT [41] and Dumbo [30] repre-

senting BKR-ACS and CKPS-ACS. The detailed experimental setup

is provided in Section 6.1, and results are presented in Figure 2.

As shown, in both paradigms, the agreement stage contributes
significantly to the overall latency.
1.1.2 Issue 2: latency instability. As illustrated in Figure 1, blocks

in the ACS set are committed as a whole only after all blocks have

been decided from the agreement stage. It is crucial to distinguish
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Figure 3: Latency distribution

between the terms “decide” and “commit”: deciding blocks refers

to determining their inclusion or exclusion from the ACS set, while

committing blocks involves sorting those that are included. In the

protocol utilizing BKR, blocks in the ACS set cannot be committed

until the last ABA instance outputs. In the protocol using CKPS,

blocks are simultaneously included or excluded from the ACS set
after the MVBA instance outputs, and all blocks in this set are then

sorted together. We refer to the mechanism of performing sorting

only after all blocks have been decided as “integral sorting.” This
integral-sorting mechanism introduces significant latency
instability, as demonstrated by the experiments on transaction

latency distribution shown in Figure 3. Specifically, the latency of

BKR is widely distributed within the range of [3.1s, 8.3s], while the

latency of CKPS ranges from 1.3s to 3.9s. Such latency instability

can result in poor user experience in higher-layer applications.

1.1.3 Issue 3: reduced throughput. In existing ACSQ constructions,

an ACSQ instance outputs only a portion of all the broadcast blocks,

typically𝑛−𝑓 (where 𝑓 denotes fault tolerance), evenwhen all nodes
are correct and all blocks are well-broadcast. Specifically, in the BKR

paradigm, once𝑛−𝑓 ABA instances output 1, nodes input ‘0’ into the

remaining 𝑓 ABA instances, causing them to output ‘0’ and resulting

in the corresponding blocks being excluded from the ACS set and
discarded. In the CKPS paradigm, each input array for the MVBA

instance contains only 𝑛 − 𝑓 block numbers, leading to an output

array that also comprises 𝑛 − 𝑓 block numbers. Consequently, a

maximum of 𝑛− 𝑓 blocks can be committed. This leads to reduced
throughput, as up to 𝑓 blocks may be discarded.

1.2 Our solution & evaluation
To address the above issues, we propose Falcon, which delivers

both low and stable latency as well as enhanced throughput. At a

high level, Falcon utilizes ABA instances for the agreement stage,

and is designed based on our three insights:

• Insight 1: If a node 𝑝𝑖 delivering a block 𝐵𝑘 can lead the cor-

responding ABA instance to eventually output 1, then 𝑝𝑖 can

include 𝐵𝑘 in its ACS set as soon as 𝐵𝑘 is delivered.

• Insight 2: For a specific block 𝐵𝑘 , if a node 𝑝𝑖 has decided on

all blocks with smaller numbers, 𝑝𝑖 can commit 𝐵𝑘 immediately

when it is included in the ACS set.
• Insight 3: A longer wait during the broadcast stage helps pre-

vent premature abandonment of blocks, thereby contributing

to the committing of more blocks.
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1.2.1 Solution to issue 1. Building on insight 1, we propose a new
broadcast protocol, Graded Broadcast (GBC), for the broadcast stage,
along with a novel binary agreement protocol, Asymmetrical ABA
(AABA), for the agreement stage. With GBC, a node can deliver

blocks with two grades, 1 and 2. The intuition behind introducing

grades is that we want a correct node to deliver a block with grade

2 only after 𝑓 + 1 correct nodes have already delivered it with a

lower grade (i.e., grade 1). These nodes that deliver with grade 1

will input 1 in the subsequent AABA instance. In this case, AABA’s

biased-validity property further ensures that the AABA instance

will output 1, thus satisfying the condition in insight 1.
In Falcon, once a node delivers a block with grade 2, it can im-

mediately include that block into its ACS set. For nodes that deliver

the block with grade 1, they will input 1 to the AABA instance. Ad-

ditionally, if a node outputs 1 from the AABA instance, it will also

include the corresponding block in the ACS set. Furthermore, we

incorporate a shortcut mechanism to the AABA protocol, allowing

it to output more quickly if all nodes input 0.

In a favorable situation, each node can deliver all blocks with

grade 2 during the broadcast stage and include them directly in

its ACS set, bypassing the time-consuming agreement stage. This

significantly reduces latency and effectively addresses issue 1.

1.2.2 Solution to issue 2. Based on insight 2, we devise a partial-
sorting mechanism in Falcon, enabling a block to be committed

directly if it is included in the ACS set and all preceding blocks have
been decided. For example, consider three blocks, 𝐵1, 𝐵2, and 𝐵3,

created by replicas 𝑝1, 𝑝2, and 𝑝3, within the same ACSQ instance. If

𝐵1 is decided to be included and 𝐵2 is excluded, 𝐵3 can be committed

immediately once it is included in the ACS set. This eliminates

the need to wait for decisions on all blocks, ensuring more stable

latency and solving issue 2. The preliminary experimental results

presented in Figure 3 indicate that Falcon’s transaction latency

fluctuates within a narrow range of [0.3s, 0.7s]. Furthermore, this

mechanism allows blocks to be committed earlier, further reducing

overall latency.

1.2.3 Solution to issue 3. Following insight 3, we introduce an
agreement trigger that allows nodes to wait for more blocks to be

delivered. Specifically, once a node has delivered 𝑛 − 𝑓 blocks with

grade 2 from the GBC instances, it checks whether the trigger has

been activated. If so, the node proceeds directly to the agreement

stage; otherwise, it waits until either all blocks are delivered with

grade 2 or the trigger is activated. If all blocks are delivered with

grade 2 before the trigger activation, they will be included in the

ACS set, ensuring no blocks are discarded and resolving issue 3.
The trigger is activated by system events, particularly the grade-2

delivery of a block from the next ACSQ instance. In favorable situa-

tions, blocks from the current ACSQ will always be delivered before

those from the next ACSQ, keeping the trigger inactive. Conversely,

if the blocks from the next ACSQ are delivered first, it indicates an

unfavorable situation, prompting the system to transition to the

agreement stage based on the trigger activation.

1.2.4 Evaluation. To evaluate Falcon’s performance, we imple-

ment a prototype system and conduct a series of comparisons with

four representative protocols: HBBFT [41], Dumbo [30], MyTum-

bler [37], and Narwhal&Tusk [21]. We examine both favorable situ-

ations, where all nodes are correct, and unfavorable ones, which

include some faulty nodes. The experimental results show that Fal-

con achieves lower latency compared to other protocols in both

situations. In favorable situations, this advantage arises from its use

of GBC for direct block committing, bypassing the agreement stage.

In unfavorable situations, Falcon’s low latency is attributed to the

AABA protocol’s shortcut mechanism, enabling faster outputs.

Falcon also surpasses others in throughput, as it facilitates the de-

livery and committing of more blocks before the trigger is activated.

In terms of latency stability, Falcon achieves more stable latency

due to the partial-sorting mechanism that enables continuous block

committing. By breaking down latency into different stages, we

find that Falcon incurs minimal latency during both the agreement

and sorting stages, further validating its effectiveness.

2 MODEL AND PRELIMINARIES
2.1 System model
We consider a system consisting of 𝑛 nodes, of which up to 𝑓

(3𝑓 + 1 ≤ 𝑛) can exhibit Byzantine behavior. These Byzantine nodes

are presumed to be controlled by an adversary capable of coor-

dinating their actions. The other nodes, termed correct, strictly

adhere to the protocol. Each node is uniquely identified by a dis-

tinct number, denoted as 𝑝𝑖 (1 ≤ 𝑖 ≤ 𝑛). The system operates over

an asynchronous network, where no assumptions are made about

network delays. Furthermore, the adversary is assumed to have

the ability to delay and reorder message delivery, though all mes-

sages are eventually delivered. This assumption of an asynchronous

network ensures that the consensus protocol developed on this net-

work framework is robust enough to withstand various network

manipulation attacks [41]. Each pair of nodes is connected via an

authenticated network link.

A Public Key Infrastructure (PKI) and a threshold signature scheme

are established within the system. The adversary is assumed to be

computationally bounded, implying that it cannot compromise

either the PKI or the threshold signature scheme.

2.2 SMR and BFT protocols
We focus on a State Machine Replication (SMR), where each node 𝑝𝑖
maintains a local vector denoted as C𝑖 . Each slot within C𝑖 is indexed
by 𝑟 and is appended only. Initially, C𝑖 is empty, with C𝑖 [𝑟 ] = ⊥
for each 𝑟 (where 𝑟 ≥ 1). Without loss of generality, we assume

elements to be written in C𝑖 are blocks, and each block comprises

multiple transactions submitted by clients. Blocks, particularly their

contained transactions, in the append-only vector, are eligible for

execution to change the machine state. In the field of consensus

research, we mainly focus on how to maintain the vector, without

considering the execution operations after that.

A block is considered committed by 𝑝𝑖 when it is written to C𝑖 .
Besides, a block ready for committing is written to the first available

empty slot. In other words, a block 𝐵 is written at C𝑖 [𝑟 ] only if, for

each index 𝑙 prior 𝑟 , C𝑖 [𝑙] ≠ ⊥. We define the length of a chain C𝑖
as the maximum index of its non-empty slots, denoted by |C𝑖 |.

Additionally, each node 𝑝𝑖 maintains a local buffer, denoted

as buf𝑖 . Transactions submitted by clients are initially cached in

this buffer. When proposing a block, a node extracts a group of

transactions, typically those at the prefix of the buffer. Transactions

that are contained in a committed block are then removed from
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Figure 4: BFT construction based on ACSQ Figure 5: Schematic diagram of ABA Figure 6: Construction of GBC

the buffer. Specifically, a correct BFT protocol has to satisfy the

following two properties:

• Safety: For two nodes 𝑝𝑖 and 𝑝 𝑗 , if C𝑖 [𝑟 ] ≠ ⊥ and C𝑗 [𝑟 ] ≠ ⊥,
then C𝑖 [𝑟 ] = C𝑗 [𝑟 ].

• Liveness: If a transaction tx is included in every correct node’s

buffer, each one will eventually commit tx.
2.3 Asynchronous common sub-sequence
2.3.1 Definition of ACSQ. Before introducing Asynchronous Com-
mon Sub-seQuence (ACSQ) protocol, we first introduce a basic con-
cept named Asynchronous Common Subset (ACS) [9, 13]. Generally
speaking, the ACS protocol is a single-shot protocol, where each

node inputs a block and then outputs an identical set of blocks. The

ACS protocol must satisfy the following three properties:

• Agreement: If a correct node outputs a set 𝑠 , then every correct
node outputs 𝑠 .

• Validity: If a correct node outputs a set 𝑠 , then |𝑠 | ≥ 𝑛 − 𝑓 .

• Totality: If each correct node receives an input, all correct

nodes will eventually output.

The ACSQ protocol can be considered a sorted version of the

ACS protocol, in that the output from ACSQ is a sequence of blocks

after sorting. Concretely speaking, the ACSQ protocol is defined

by the following properties:

• Agreement: If a correct node outputs a sequence 𝑞, then every

correct node outputs 𝑞.

• Validity: If a correct node outputs a sequence 𝑞, then |𝑞 | ≥ 𝑛-𝑓 .

• Totality: If each correct node receives an input, all correct

nodes will eventually output.

The validity property of ACSQ mandates the inclusion of at

least 𝑛 − 𝑓 blocks. However, as discussed in issue 3 of Section 1.1,

this permits the discarding of up to 𝑓 blocks, even under favorable

situations. To address this, we introduce a new property termed

‘optimistic validity’ for ACSQ, defined as follows:

• Optimistic validity: If all nodes are correct and the network

conditions are favorable, then each correct node can output a

sequence comprising inputs from all nodes, such that |𝑞 | = 𝑛.

A favorable network refers to a networkwhere, if a correct node first

broadcasts block 𝐵1 and then broadcasts block 𝐵2 after delivering

𝐵1, all correct nodes are guaranteed to deliver 𝐵1 before 𝐵2.

2.3.2 ACSQ construction& terminology. As described in Section 1.1,
ACSQ can be implemented by adding a sorting stage to the ACS

protocol, which itself is comprised of the broadcast and agreement

stages. To clarify the terms related to block operations at each stage,

we provide explanations in Table 1. During the broadcast stage, the

operation of a node accepting a block is referred to as “deliver”.

Table 1: Terminology for block operations. I, II, and III denote
broadcast, agreement, and sorting stages in ACSQ.

Operation Explanation Stage
Deliver Accept a block I

Decide Include/exclude a block in/from ACS set I or II

Sort/Commit

Sort blocks in the ACS set and write

sorted blocks into C𝑖
III

Through the agreement stage, a decision is made about a block’s

inclusion or exclusion in/from the ACS set, which is termed “decide”.

Since Falcon can bypass the agreement stage, the “decide” operation

may also be completed at the end of the broadcast stage. Blocks in

the ACS set are sorted in the sorting stage. The sorting process is

essentially the process of writing blocks to C𝑖 , which is referred

to as “commit”. Therefore, we interchangeably use the terms “sort”

and “commit” in this paper.

2.3.3 Constructing BFT from ACSQ. The BFT protocol can be ef-

fectively constructed by operating consecutive ACSQ instances,

each denoted as Π𝑘
𝑎𝑐𝑠𝑞 . As shown in Figure 4, a node 𝑝𝑖 writes the

sequence 𝑞 outputted from Π𝑘
𝑎𝑐𝑠𝑞 to C𝑖 only after all outputs from

previous ACSQ instances Π𝑚
𝑎𝑐𝑠𝑞 (where𝑚 < 𝑘) have been written.

The blocks in 𝑞 are then written to C𝑖 in their original order in 𝑞,

specified as C𝑖 [𝑙 + 1 : 𝑙 + |𝑞 |] = 𝑞, where 𝑙 represents the length of

the chain C𝑖 before writing 𝑞.
Using the induction method, it is straightforward to demonstrate

that the BFT construction from ACSQ upholds the safety property

as outlined in Section 2.2. Concerning the liveness property, each

correct node will include the transaction tx in its input block for the

next Π𝑎𝑐𝑠𝑞 instance as long as tx remains uncommitted. Consider

that in instance Π𝑘
𝑎𝑐𝑠𝑞 where tx is still uncommitted, every correct

node will include tx in its block input. Given the validity and totality
properties, the output 𝑞 from Π𝑘

𝑎𝑐𝑠𝑞 will contain at least 𝑛− 𝑓 blocks,
with at least 𝑛 − 2𝑓 of these blocks inputted by correct nodes. Thus,

𝑞 will definitely include tx, ensuring tx to be committed. In other

words, the BFT construction from ACSQ is shown to guarantee the

liveness property as defined in Section 2.2.

2.4 Asynchronous binary agreement
The Asynchronous Binary Agreement (ABA) protocol is recognized
as one of the simplest Byzantine agreement protocols. Within an

ABA instance, each node inputs a binary value and expects a con-

sistent binary value as output. As exemplified in Figure 5, 𝑝1 and

𝑝𝑛 input 1 to ABA, while 𝑝𝑖 inputs 0. Finally, all nodes output the
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same bit 0. To be more specific, an ABA protocol is defined by the

following properties:

• Agreement: If a correct node outputs 𝑏, then every correct

node outputs 𝑏.

• Validity: If a correct node outputs 𝑏, then at least one correct

node inputs 𝑏.

• Termination: If each correct node receives an input, all correct
nodes will eventually output.

Over the past few decades, various constructions of ABA proto-

cols have been developed [2, 8, 24, 42]. We utilize the ABA protocol

in a black-box manner, allowing for the easy adoption of any exist-

ing ABA protocol within our ACSQ construction.

3 BUILDING BLOCKS
3.1 Graded broadcast (GBC)
3.1.1 Intuition behind GBC. As outlined in Section 1.2, Falcon al-

lows nodes to include delivered blocks to the ACS set at the end of

the broadcast stage, thus reducing latency. However, due to network

asynchrony, some nodes may not deliver the block by then and

must rely on the binary agreement for a decision. To ensure that the

binary agreement decides to include the block to the ACS set (i.e.,
outputs 1), a mechanism is required. This mechanism guarantees

that if a correct node delivers the block, a sufficient number of cor-

rect nodes must have delivered it in some weaker form. This directs

them to input 1 into the binary agreement. The GBC broadcast

protocol is used to implement this mechanism. It guarantees that

if a correct node delivers a block with grade 2, then at least 𝑓 + 1
correct nodes have delivered the block with a lower grade of 1.

3.1.2 Definition of GBC. Similar to other broadcast protocols, a

node in GBC acts as the broadcaster to disseminate a block, while

the others act to deliver the block. The block can be delivered with

two grades, namely 1 and 2. Besides a block, a node will also deliver

proof that certifies the receipt/delivery situation among the nodes.

Therefore, a node will deliver a block in the format of ⟨𝐵,𝑔, 𝜎⟩,
where 𝐵 signifies the block data, 𝑔 (𝑔 ∈ {1, 2}) denotes the grade,
and 𝜎 represents the proof. In the context of GBC, we differentiate

the terms ‘receive’ and ‘deliver.’ A node is said to receive a block 𝐵

once it obtains 𝐵 from the broadcaster. By contrast, a node is said

to deliver 𝐵 if some accompanying proof 𝜎 is also generated. The

GBC protocol has to satisfy the following properties:

• Consistency: If two correct nodes 𝑝𝑖 and 𝑝 𝑗 deliver ⟨𝐵𝑖 , 𝑔𝑖 , 𝜎𝑖 ⟩
and

〈
𝐵 𝑗 , 𝑔 𝑗 , 𝜎 𝑗

〉
respectively, then 𝐵𝑖 = 𝐵 𝑗 .

• Delivery-correlation: If a correct node delivers ⟨𝐵, 2, 𝜎⟩, at
least 𝑓 + 1 correct nodes have delivered 𝐵 with grade 1.

• Receipt-correlation: If a correct node delivers ⟨𝐵, 1, 𝜎⟩, then
at least 𝑓 + 1 correct nodes have received 𝐵.

Note that while GBC shares some similarities with Abraham et

al.’s Gradecast [1] and Malkhi et al.’s BBCA [40] protocols, there

are also key differences. First, Gradecast is designed for synchro-

nous networks and defines a ‘validity’ property, whereas GBC

makes no assumptions about network synchrony and does not

define such a property. Additionally, Gradecast’s ‘agreement’ prop-

erty requires all correct nodes to output, while GBC’s ‘delivery-

correlation’ property only requires 𝑓 +1 correct nodes to output. Sec-
ond, BBCA introduces a probe mechanism that returns a NOADOPT

result, used by BBCA-Chain for new block generation. GBC does

not define a similar probe mechanism or NOADOPT result. In addi-

tion to defining the ‘delivery-correlation’ property, which is similar

to the ‘complete-adopt’ property in BBCA, GBC also introduces

the ‘receipt-correlation’ property, which plays a crucial role in the

proof of Lemma 1 in Section 5.1.2.

3.1.3 Construction of GBC. The construction of GBC is inspired

by the normal-case protocol of PBFT [15]. As illustrated in Figure 6,

after receiving the block 𝐵, each node 𝑝 𝑗 will broadcast a partial

threshold signature 𝜌1
𝑗
on the concatenation of 𝐵’s digest and a

tag number 1. After receiving 𝑛 − 𝑓 messages of 𝜌1
𝑗
, a node can

construct a complete threshold signature 𝜎1 and deliver ⟨𝐵, 1, 𝜎1⟩.
Besides, it will further broadcast a partial threshold signature 𝜌2

𝑗

on the concatenation of 𝐵’s digest and a tag number 2. Similarly,

a node can construct a complete threshold signature 𝜎2 based on

𝑛 − 𝑓 received 𝜌2
𝑗
and deliver ⟨𝐵, 2, 𝜎2⟩. This construction achieves

all GBC properties, even in the presence of a Byzantine broadcaster.

Specifically, consider the Byzantine broadcaster sending two contra-

dictory blocks, 𝐵 and 𝐵′. Since the delivery requires the collection

of partial threshold signatures from 𝑛 − 𝑓 nodes for the same block,

and given that 𝑛 ≥ 3𝑓 + 1, at most one of 𝐵 and 𝐵′ can be delivered,

thus ensuring consistency. However, a Byzantine node can remain

silent, meaning it refuses to broadcast any block. Nevertheless,

this only reduces the consensus throughput without compromising

consistency or safety.

3.2 Asymmetrical ABA (AABA)
3.2.1 Intuition behind AABA. Our intuition behind AABA mainly

unfolds two aspects. First, as briefly described in Section 3.1, the

GBC protocol guarantees that if a correct node delivers a block with

grade 2, then at least 𝑓 + 1 correct nodes have delivered the block

with grade 1. We need to design an ABA variant that ensures, under

these conditions, it will ultimately decide to include the block in

the ACS set. Second, we hope to introduce a shortcut outputting

mechanism for the situation where all nodes input 0. This mech-

anism can significantly accelerate the agreement progress when

some nodes crash before the start of the broadcast stage.

3.2.2 Definition of AABA. Different from ABA, AABA accepts

asymmetrical inputs. Specifically, it accepts 0 directly while accept-

ing 1 only if an externally defined value 𝑣 and the certified proof

𝜎 are provided in the format of a triplet ⟨1, 𝑣, 𝜎⟩. Also, an external

validation predicate𝑄 is defined regarding 𝑣 and 𝜎 . In the context of

Falcon, 𝑣 is the digest of a block, 𝜎 is the proof 𝜎1 when delivering

the block with grade 1, while𝑄 is a threshold signature verification

function. Similar to ABA, AABA also produces the output of a bit.

AABA defines asymmetrical properties on bits of 0 and 1. It

requires AABA to output 1 if at least 𝑓 + 1 correct nodes receive the
input ⟨1, 𝑣, 𝜎⟩. Furthermore, if AABA outputs 1, at least one node,

whether Byzantine or correct, must have received ⟨1, 𝑣, 𝜎⟩ such that

𝑄 (𝑣, 𝜎)=true. Besides, AABA enables a shortcut to commit 0: if all

nodes receive the input 0, AABA can output 0 quickly.

To be more specific, AABA is defined by the following properties:

• Agreement: If a correct node outputs 𝑏, then every correct

node outputs 𝑏.
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Algorithm 1: Construction of AABA: Π𝑎𝑎𝑏𝑎 (for 𝑝𝑖 )

1 Let 𝐼𝑖 denote the input received by 𝑝𝑖 ; 𝑆 ← ∅; 𝑐𝑛𝑡0 ← 0;

// amplification phase
2 broadcast ⟨amp, 𝐼𝑖 ⟩;
3 on receiving

〈
amp, 𝐼 𝑗

〉
from 𝑝 𝑗 :

4 if 𝐼 𝑗 is decoded as ⟨1, 𝑣, 𝜎⟩ and 𝑄 (𝑣, 𝜎)=true then
5 if 𝑝𝑖 has not broadcast a sho1 message then
6 broadcast ⟨sho1, 1⟩;
7 else if 𝐼 𝑗 is decoded as 0 then
8 𝑐𝑛𝑡0 ← 𝑐𝑛𝑡0 + 1;
9 if 𝑐𝑛𝑡0=𝑛-𝑓 and 𝑝𝑖 has not broadcast sho1 msg. then
10 broadcast ⟨sho1, 0⟩;

// shortcut phase
11 on receiving ⟨sho1, 𝑏⟩ from 𝑓 + 1 nodes:
12 if 𝑝𝑖 has not broadcast ⟨sho1, 𝑏⟩ then
13 broadcast ⟨sho1, 𝑏⟩;
14 on receiving ⟨sho1, 𝑏⟩ from 𝑛 − 𝑓 nodes:
15 𝑆 ← 𝑆

⋃{𝑏} ;
16 if 𝑝𝑖 has not broadcast a sho2 message then
17 broadcast ⟨sho2, 𝑏⟩;
18 on receiving 𝑛 − 𝑓 sho2 messages whose bits are in 𝑆 :
19 if all these messages contain 0 then
20 output 0;
21 if at least one message contains 0 then
22 input 0 to the subsequent ABA protocol

23 else
24 input 1 to the subsequent ABA protocol

// output from ABA
25 on outputting 𝑏 from ABA:
26 output 𝑏 if not yet

• 1-validity: If a correct node outputs 1, then at least one node,

whether Byzantine or correct, must have received the input

⟨1, 𝑣, 𝜎⟩ s.t. 𝑄 (𝑣, 𝜎)=true.
• Biased-validity: If 𝑓 + 1 or more correct nodes receive the

valid input ⟨1, 𝑣, 𝜎⟩, each correct node will output 1.

• Termination: If each correct node receives an input, all correct
nodes will eventually output.

• Shortcut 0-output: If all nodes receive the input 0, each correct
node can output after three communication rounds.

3.2.3 Construction of AABA. We propose a construction of AABA,

named Π𝑎𝑎𝑏𝑎 , which leverages any existing ABA protocol in a

black-box manner. Specifically, Π𝑎𝑎𝑏𝑎 introduces a pre-processing

component before running an existing ABA protocol.

The pre-processing component of Π𝑎𝑎𝑏𝑎 is designed in two

phases, with the first amplifying the input of 1, named the am-

plification phase, and the second facilitating shortcut output of 0,

named the shortcut phase. The pseudocode and schematic diagram

of Π𝑎𝑎𝑏𝑎 are presented as Algorithm 1 and Figure 7, respectively.

In the amplification phase, each node broadcasts its input in the

ampmessage (Line 2 of Algorithm 1 and ⟨a, 𝐼 ⟩ messages in Figure 7)

and waits to receive at least 𝑛 − 𝑓 amp messages. If a node receives

at least one amp message with the valid bit of 1, it will broadcast

Figure 7: Schematic diagram of Π𝑎𝑎𝑏𝑎 , where ‘bd,’ ‘in,’ and ‘op’
denote the actions of ‘broadcast,’ ‘input,’ and ‘output.’ Besides,
‘a,’ ‘s1,’ and ‘s2’ represent the tags of ‘amp,’ ‘sho1,’ and ‘sho2.’

the sho1 message of 1 for the shortcut phase (Lines 4-6 and ⟨s1, 1⟩
in Figure 7). Conversely, when it receives 𝑛 − 𝑓 amp messages with

0, it will broadcast the sho1 message of 0 (Lines 8-10 and ⟨s1, 0⟩ in
Figure 7). Through the amplification phase, as long as 𝑓 + 1 correct
nodes have the initial input of 1, all correct nodes will input 1 to

the subsequent shortcut phase, thereby amplifying the input of 1.

The shortcut phase consists of two steps, with the first step

mirroring a filter functionality designed by MMR-ABA [42]. Within

the first step, if a node receives 𝑏 from at least 𝑓 +1 nodes and it has
not yet broadcast a sho1message containing𝑏, it will also broadcast

a ⟨sho1, 𝑏⟩ (Lines 11-13), even though it has broadcast 1 − 𝑏 before.

In the meanwhile, once a node receives ⟨sho1, 𝑏⟩ from at least 𝑛− 𝑓
nodes, it will add 𝑏 to a local set 𝑆 . If it has not broadcast a sho2
message, it will broadcast one containing 𝑏 (Lines 14-17 and ⟨s2, 𝑏⟩
messages in Figure 7). Intuitively, this step (Lines 11-17) guarantees

that a correct node will not include 𝑏 in its set 𝑆 if 𝑏 is input to the

shortcut phase only by Byzantine nodes.

In the second step, the node will wait to receive 𝑛 − 𝑓 sho2
messages, each of which must contain a bit in the set 𝑆 . If all these

sho2 messages contain 0, the node will output 0 directly (Lines

19-20). If at least one sho2 message contains 0, the node will input

0 to the subsequent ABA protocol (Lines 21-22); otherwise, it will

input 1 (Lines 23-24). It will then take the output from ABA as its

output from Π𝑎𝑎𝑏𝑎 (Lines 25-26).

If all nodes input 0 to Π𝑎𝑎𝑏𝑎 , each correct node can output 0

through the shortcut mechanism at Line 20, resulting in a latency

of three communication rounds. Note that the shortcut mechanism

cannot be exploited by the adversary to undermine the protocol’s

correctness. In simple terms, when a correct node outputs via the

shortcut mechanism, it must have received 𝑛 − 𝑓 sho2 messages

containing 0 (Line 19). Since 𝑛 ≥ 3𝑓 + 1, each correct node will

receive at least one sho2 message with 0 and then input 0 into the

ABA protocol (Lines 21-22). Due to ABA’s validity property, it will

output 0, ensuring consistency with the shortcut output. Detailed

correctness analysis of Π𝑎𝑎𝑏𝑎 are given in Appendix A.

Early-stopping mechanism. In Π𝑎𝑎𝑏𝑎 , a correct node must

continue to execute the subsequent ABA even if it has outputted 0

(Line 20 of Algorithm 1). This is necessary because the ABA protocol

promises to terminate only if each correct node receives an input. To

address this, we introduce an early-stopping mechanism, described

in Algorithm 2, which enables a node to early exit without finishing

the subsequent ABA protocol if 𝑓 + 1 correct nodes output 0 at Line
20. To be more specific, a node will broadcast a stop message after
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Algorithm 2: Early-stopping mechanism for Π𝑎𝑎𝑏𝑎 (for 𝑝𝑖 )

// after outputting 0 in Line 20 of Algorithm 1
1 broadcast ⟨stop, 0⟩;
2 on receiving 𝑓 + 1 stop messages containing 0:
3 if 𝑝𝑖 has not broadcast a stop message yet then
4 broadcast ⟨stop, 0⟩;
5 if 𝑝𝑖 has not outputted yet then
6 output 0;
7 on receiving 𝑛 − 𝑓 stop messages containing 0:
8 exit from current Π𝑎𝑎𝑏𝑎 instance

Algorithm 3: Falcon protocol (for 𝑝𝑖 )

1 Let Π𝑘
𝑎𝑐𝑠𝑞 .𝑣 denote the variable 𝑣 in Π𝑘

𝑎𝑐𝑠𝑞 ; 𝑘 ← 1;

2 while true:
3 if Π𝑘

𝑎𝑐𝑠𝑞 has not been activated then
4 activate Π𝑘

𝑎𝑐𝑠𝑞 ;

5 on
���Π𝑘

𝑎𝑐𝑠𝑞 .𝑀2

��� = 𝑛 − 𝑓 :

6 activate Π𝑘+1
𝑎𝑐𝑠𝑞 ;

7 on
���Π𝑘+1

𝑎𝑐𝑠𝑞 .𝑀2

��� ≥ 1:

8 activate Π𝑘
𝑎𝑐𝑠𝑞 .𝑡𝑟𝑖𝑔𝑔𝑒𝑟 ;

9 wait until Π𝑘
𝑎𝑐𝑠𝑞 returns;

10 𝑘 ← 𝑘 + 1;

Figure 8: Π𝑎𝑐𝑠𝑞 with the partial sorting mechanism

outputting 0 in Line 20 of Algorithm 1. Once receiving 𝑓 + 1 stop
messages, a node will also broadcast a stop message containing 0

(Lines 2-4 of Algorithm 2). Furthermore, it will output 0 if it has not

done yet (Lines 5-6). Once receiving 𝑛 − 𝑓 stop messages, a node

can exit from the current Π𝑎𝑎𝑏𝑎 instance. Particularly, it will stop

its participation in the subsequent ABA protocol. The correctness

of the early-stopping mechanism is analyzed in Appendix A.2.

4 FALCON DESIGN
4.1 Overall design
Like in other existing BFT consensus constructed based on the

ACSQ protocol, Falcon also advances by executing successive Π𝑎𝑐𝑠𝑞

instances, which is described in Algorithm 3. The ACSQ protocol

also comprises two parts: the ACS protocol and the block partial-

sorting mechanism, as described in Algorithm 4. The ACS protocol

consists of the broadcast stage and the agreement stage. A schematic

diagram of Π𝑎𝑐𝑠𝑞 is illustrated in Figure 8.

Algorithm 4: Π𝑎𝑐𝑠𝑞 with the instance identity 𝑘 (for 𝑝𝑖 )

1 Let 𝐵𝑖 denote the block proposed by 𝑝𝑖 ;

2 𝑀1 ← [];𝑀2 ← [];𝑀𝑎𝑐𝑠 ← []; 𝑆𝑎 ← ∅; 𝑖𝑑𝑥 ← 0; 𝑆𝑒𝑥 ← ∅;
// broadcast stage

3 broadcast 𝐵𝑖 through GBC𝑖 ;

4 on delivering
〈
𝐵 𝑗 , 1, 𝜎1

〉
from GBC𝑗 :

5 𝑀1 [ 𝑗] ←
〈
𝐵 𝑗 , 1, 𝜎1

〉
;

6 on delivering
〈
𝐵 𝑗 , 2, 𝜎2

〉
from GBC𝑗 :

7 𝑀2 [ 𝑗] ←
〈
𝐵 𝑗 , 2, 𝜎2

〉
;

8 𝑀𝑎𝑐𝑠 [ 𝑗] ← 𝐵 𝑗 ; // include it to the ACS set directly

9 𝑃𝑎𝑟𝑡𝑖𝑎𝑙𝑆𝑜𝑟𝑡 (𝑘,𝑀𝑎𝑐𝑠 , 𝑆𝑒𝑥 , 𝑗);
10 wait until |𝑀2 | = 𝑛 or the 𝑡𝑟𝑖𝑔𝑔𝑒𝑟 activation;
11 if the trigger is activated then
12 wait until |𝑀2 | ≥ 𝑛 − 𝑓 ;

13 stop sending partial signatures in the broadcast stage;

// agreement stage
14 foreach 𝑗 ∈ [1..𝑛] s.t.𝑀2 [ 𝑗] = ⊥ do
15 𝑆𝑎 ← 𝑆𝑎 ∪ { 𝑗};
16 if 𝑀1 [ 𝑗] ≠ ⊥ then
17 (𝐵,𝑔, 𝜎) ← 𝑀1 [ 𝑗];
18 input ⟨1, 𝐵.𝑑, 𝜎⟩ to AABA𝑗 ; //𝐵.𝑑 denotes 𝐵’s digest

19 else
20 input 0 to AABA𝑗 ;

21 on AABA𝑗 outputs 𝑏:
22 if 𝑏 = 1 then
23 𝑀𝑎𝑐𝑠 [ 𝑗] ← 𝐵 𝑗 ; // include it to the ACS set

24 else
25 𝑆𝑒𝑥 ← 𝑆𝑒𝑥

⋃ { 𝑗};
26 𝑃𝑎𝑟𝑡𝑖𝑎𝑙𝑆𝑜𝑟𝑡 (𝑘,𝑀𝑎𝑐𝑠 , 𝑆𝑒𝑥 , 𝑗);

// delivery-assistance mechanism
27 on receiving an AABA𝑗 message from 𝑝𝑡 :
28 if 𝑀2 [ 𝑗] ≠ ⊥ then
29 send𝑀2 [ 𝑗] to 𝑝𝑡 ;
30 on receiving

〈
𝐵 𝑗 , 2, 𝜎2

〉
:

31 𝑀2 [ 𝑗] ←
〈
𝐵 𝑗 , 2, 𝜎2

〉
;

32 𝑀𝑎𝑐𝑠 [ 𝑗] ← 𝐵 𝑗 ; // include it to the ACS set

33 𝑃𝑎𝑟𝑡𝑖𝑎𝑙𝑆𝑜𝑟𝑡 (𝑘,𝑀𝑎𝑐𝑠 , 𝑆𝑒𝑥 , 𝑗);
34 stop participating in AABA𝑗 ;

35 wait until AABA𝑗 outputs or stops through Line 34, ∀𝑗 ∈ 𝑆𝑎 ;
36 return from current Π𝑎𝑐𝑠𝑞 instance

4.1.1 Broadcast stage. Within this stage, each node broadcasts its

block through the GBC protocol (Lines 3-8). If the node 𝑝𝑖 delivers

the block 𝐵 𝑗 with the grade 2, 𝑝𝑖 can directly include 𝐵 𝑗 into its

ACS, without running the AABA instance for 𝐵 𝑗 , as shown by 𝐵2,

𝐵1, and 𝐵4 in Figure 8. The node waits for all blocks in this ACSQ

instance to be grade-2 delivered or until the agreement trigger

is activated, as defined in Section 4.2. If it is the latter, the node

will continue to wait until at least 𝑛 − 𝑓 blocks have been grade-2

delivered if not yet. After that, the node stops generating or sending

the partial threshold signatures in the broadcast stage (Lines 10-

13). If all blocks are grade-2 delivered before the trigger activation,
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Figure 9: Schematic diagram of the agreement stage

Algorithm 5: Partially sorting protocol (for 𝑝𝑖 )

1 𝑑𝑜𝑛𝑒𝐴𝐶𝑆𝑄𝐼𝑑 ← 0;

2 define 𝑃𝑎𝑟𝑡𝑖𝑎𝑙𝑆𝑜𝑟𝑡 (𝑘,𝑀, 𝑆, 𝑖𝑑𝑥):
3 wait until 𝑑𝑜𝑛𝑒𝐴𝐶𝑆𝑄𝐼𝑑 = 𝑘 − 1;
4 while 𝑖𝑑𝑥 < 𝑛 and (𝑀 [𝑖𝑑𝑥 + 1] ≠ ⊥ or 𝑖𝑑𝑥 + 1 ∈ 𝑆):
5 if 𝑀 [𝑖𝑑𝑥 + 1] ≠ ⊥ then
6 𝑙 ← |C𝑖 |; C𝑖 [𝑙 + 1] ← 𝑀 [𝑖𝑑𝑥 + 1];
7 𝑖𝑑𝑥 ← 𝑖𝑑𝑥 + 1;
8 if 𝑖𝑑𝑥 = 𝑛 then
9 𝑑𝑜𝑛𝑒𝐴𝐶𝑆𝑄𝐼𝑑 = 𝑘

10 return 𝑖𝑑𝑥 ;

node 𝑝𝑖 can skip the agreement stage, thus reducing latency and

addressing issue 1 outlined in Section 1.1.

4.1.2 Agreement stage. 𝑝𝑖 will execute an AABA instance for each
block𝐵 𝑗 that has not been grade-2 delivered, as described in Figure 9.

Specifically, 𝑝𝑖 constructs an input to AABA instance AABA𝑗 based on
its delivery situation of 𝐵 𝑗 . If it has delivered 𝐵 𝑗 with the grade 1

(e.g., 𝐵3 in Figure 9), it will input 1, 𝑑, 𝜎1 to AABA𝑗 , where 𝑑 denotes

the digest of 𝐵 𝑗 . Otherwise, if 𝐵 𝑗 has not been delivered at all (e.g.,

𝐵1 in Figure 9), it will input 0 to AABA𝑗 (Lines 14-20).
𝑝𝑖 will wait for each AABA instance to terminate, either eventually

outputting or delivering the corresponding blocks through the

delivery-assistancemechanism. The delivery-assistancemechanism

will be detailed in Section 4.3. If AABA𝑗 outputs 1 (e.g., AABA3 in

Figure 9), the node will also include 𝐵 𝑗 to the ACS set (Lines 21-23).

Otherwise, such as AABA1 in Figure 9, it will be marked in a set

𝑆𝑒𝑥 (Lines 24-25), which will be later accessed during the partial

sorting process. Due to the conciseness, we omit a trivial query

process after receiving 1 from AABA𝑗 (Line 22) and before including

𝐵 𝑗 to the ACS set (Line 23). Specifically, 𝑝𝑖 may need to query 𝐵 𝑗

since it may not have received 𝐵 𝑗 . This can be done by broadcasting

a query request containing the digest of 𝐵 𝑗 . A correct node will

respond with the data of 𝐵 𝑗 after receiving this request. We will

prove in Lemma 1 of Section 5.1 that at least one correct node must

have received 𝐵 𝑗 and can complete the response.

4.1.3 Partial sorting. A node in Falcon can sort blocks without

waiting for all blocks to have been decided, which is named a

partial sorting mechanism. Anytime a new block is decided as

included or excluded in the ACS set, the node can call the partial

sorting function to commit blocks, as shown in Line 9, Line 26, and

Line 33 of Algorithm 4. The partial sorting function is described in

Algorithm 5, which accepts four parameters: 𝑘 denotes the identity

of the Π𝑎𝑐𝑠𝑞 instance that calls the function, 𝑀 represents the

set containing all blocks decided as included, 𝑆 represents the set

marking all blocks decided as excluded, and 𝑖𝑑𝑥 denotes the last

index of Π𝑘
𝑎𝑐𝑠𝑞 processed by the sorting protocol.

An index can be processed if all smaller indices have been pro-

cessed and a block with this index has been decided. Furthermore,

if a block with this index is included in the ACS set, this block can

be sorted immediately. A one-larger index 𝑖𝑑𝑥 + 1 will be processed
after another 𝑖𝑑𝑥 until all indices have been processed or a block

with 𝑖𝑑𝑥 + 1 has not been decided (Lines 4-7). The partial-sorting

mechanism allows blocks to be committed continuously, eliminat-

ing the need to wait for the slowest block to be decided. This not

only improves latency stability, addressing issue 2 from Section 1.1,

but also reduces overall latency. As a practice common in the asyn-

chronous BFT protocol and having been introduced in Section 2.3.3,

blocks in an Π𝑎𝑐𝑠𝑞 instance can be committed only after all Π𝑎𝑐𝑠𝑞

instances with smaller identities have been processed, which is

ensured by Line 3 and Lines 8-9 of Algorithm 5.

4.2 Agreement trigger
At a high level, the agreement trigger in an Π𝑎𝑐𝑠𝑞 instance is de-

signed based on an event in the subsequent Π𝑎𝑐𝑠𝑞 instance. To be

more specific, if a node grade-2 delivers 𝑛 − 𝑓 blocks in an instance

Π𝑘
𝑎𝑐𝑠𝑞 , it will activate the next instance Π

𝑘+1
𝑎𝑐𝑠𝑞 , as shown by Lines 5-

6 of Algorithm 3. If some block in Π𝑘+1
𝑎𝑐𝑠𝑞 has been grade-2 delivered,

the trigger in Π𝑘
𝑎𝑐𝑠𝑞 is activated (Lines 7-8 of Algorithm 3).

If it is in a favorable situation, all blocks in Π𝑘
𝑎𝑐𝑠𝑞 can be grade-2

delivered before any block in Π𝑘+1
𝑎𝑐𝑠𝑞 is grade-2 delivered, and the

trigger will not be activated at all. Additionally, under this favorable

situation, all blocks can be committed, leading to higher throughput

and resolving issue 3 outlined in Section 1.1.

4.3 Delivery-assistance mechanism
As described in Section 4.1.2, a node will not activate the AABA𝑗 in-
stance for a block 𝐵 𝑗 if it has grade-2 delivered 𝐵 𝑗 . Other nodes that

activate the AABA𝑗 instance may not output from AABA𝑗 , since the
AABA protocol only promises termination if each correct node re-

ceives an input. To address this, we introduce a delivery-assistance

mechanism, as described by Lines 27-34 of Algorithm 4. Specifically,

if a correct node 𝑝𝑖 receives an AABA𝑗 message from 𝑝𝑡 and 𝑝𝑖 has

grade-2 delivered 𝐵 𝑗 , 𝑝𝑖 will send
〈
𝐵 𝑗 , 2, 𝜎2

〉
to 𝑝𝑡 (Lines 27-29). Af-

ter receiving

〈
𝐵 𝑗 , 2, 𝜎2

〉
, 𝑝𝑡 deal with 𝐵 𝑗 as if 𝐵 𝑗 is grade-2 delivered

through the GBC𝑗 instance. Besides, 𝑝𝑡 will stop its participation in

AABA𝑗 (Lines 30-34).

4.4 Performance analysis
We conduct the performance analysis by adopting the Π𝑎𝑎𝑏𝑎 proto-

col in the agreement stage. Besides, the ABA protocol absorbed in

Π𝑎𝑎𝑏𝑎 is implemented using the ABY-ABA protocol [2], which has

an expected worst latency of 9 communication rounds. Since it is

hard to perform a quantitative analysis of the sorting process, our

primary focus is on analyzing the latency of generating the ACS set

within an Π𝑎𝑐𝑠𝑞 instance, in terms of the communication rounds.

In a favorable situation where all nodes are correct, and the

network condition is well, all blocks can be grade-2 delivered and

included into the ACS set before the trigger activation, resulting in

a latency of 3 communication rounds to generate the ACS set.
In a less favorable situation where nodes can only crash before

theΠ𝑎𝑐𝑠𝑞 instance activates, some blocks fail to be grade-2 delivered

before the trigger activation. However, all correct nodes will input

0 to these AABA instances, which takes 3 communication rounds
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to output through the shortcut outputting mechanism. Since the

trigger is activated by grade-2 delivering a block in the next Π𝑎𝑐𝑠𝑞

instance and the next Π𝑎𝑐𝑠𝑞 instance is activated after grade-2

delivering 𝑛 − 𝑓 blocks in the current Π𝑎𝑐𝑠𝑞 instance, the time for

the trigger activation equals the sum of two GBC instances, namely

6 communication rounds. Therefore, the latency to generate the

ACS set in this situation is 9 communication rounds.

In the worst situation, 𝑓 AABA instances are activated and cannot
output through the outputting mechanism. It takes 12 rounds in

expectation to output from AABA. Therefore, the latency to generate
the ACS set in this situation is 6 + 12 · 𝑙𝑜𝑔(𝑛) rounds.

5 CORRECTNESS ANALYSIS
5.1 Analysis on Π𝑎𝑐𝑠𝑞

In this section, we prove that Π𝑎𝑐𝑠𝑞 implements an ACSQ protocol.

We start with an intuitive analysis, followed by a rigorous one.

5.1.1 Intuitional analysis. This analysis involves an assessment of

Π𝑎𝑐𝑠𝑞 ’s resilience against three common types of attacks.

Attack 1: send inconsistent blocks. In the broadcast stage, a Byzan-

tine node may intentionally send inconsistent blocks in an attempt

to make nodes deliver conflicting blocks. However, in the GBC

protocol, correct nodes must collect voting messages (i.e., partial

threshold signatures) for the same block from at least 𝑛 − 𝑓 nodes

before delivering that block. Moreover, each correct node will vote

for only one block in a given GBC instance. Since 𝑛 ≥ 3𝑓 + 1, at
most one block can be voted on by 𝑛 − 𝑓 nodes. In other words, if

two correct nodes deliver blocks 𝐵 and 𝐵′, then 𝐵 and 𝐵′ must be

identical, effectively thwarting the attack.

Attack 2: delay messages. In a GBC instance with a correct broad-

caster, the adversary can delay messages to cause only a subset of

correct nodes to deliver the block with grade 2, adding it to the

ACS set, while others may either deliver the block with grade 1

or not at all. The goal is to cause discrepancies between ACS sets,
compromising safety. However, GBC’s delivery-correlation prop-

erty ensures that, in this case, at least 𝑓 + 1 correct nodes deliver
the block with grade 1, which will then input 1 in AABA. AABA’s

biased-validity property guarantees that once 𝑓 + 1 correct nodes
input 1, all nodes will output 1, adding the block to the ACS set. This
ensures the consistency of ACS sets across all nodes, protecting

against the attack.

Attack 3: input wrong bits to AABA. In AABA, a Byzantine node

may intentionally input a wrong bit to induce unreasonable outputs,

in two ways: (1) The Byzantine node aids a correct node in deliver-

ing a block with grade 2, adding it to the ACS set, but then inputs

0 to AABA, hoping others to exclude the block. (2) The Byzantine

node does not deliver the block but inputs 1 to AABA. In the first

case, GBC’s delivery-correlation property ensures at least 𝑓 + 1
correct nodes input 1 to AABA. Combined with AABA’s biased-

validity property, this guarantees AABA outputs 1, regardless of

the Byzantine input. In the second case, AABA requires a proof 𝜎

for inputting 1, preventing the Byzantine node from inputting an

invalid 1. Thus, Π𝑎𝑐𝑠𝑞 effectively defends against attacks involving

incorrect bit inputs to AABA.

5.1.2 Rigorous analysis. The rigorous analysis focuses on prov-

ing whether Π𝑎𝑐𝑠𝑞 satisfies various ACSQ properties defined in

Section 2.3.

Lemma 1. Within a Π𝑎𝑐𝑠𝑞 instance, if a correct node includes 𝐵 in
its ACS set, then all correct nodes will include 𝐵 in their ACS sets.

Proof. As shown in Algorithm 4, a block will be decided at

three possible points: at the end of GBC instance (Line 8), at the end
of the AABA instance (Line 23), and through the delivery-assistance

mechanism (Line 32). We refer to the decision at these three points

as GBC-decide, AABA-decide, and DA-decide, respectively, for short.
Consider the following two cases:

Case 1: At least one correct node GBC-decides to include 𝐵.
Denote this node as 𝑝𝑖 . According to GBC’s delivery-correlation

property, at least 𝑓 + 1 correct nodes must have delivered 𝐵 with

grade 1. Each of these nodes will input 1 to AABA if it has not grade-
2 delivered 𝐵. On the other hand, for another correct node 𝑝 𝑗 , if

𝑝 𝑗 GBC-decides to include a block, according to GBC’s consistency

property, 𝐵′ must be identical to 𝐵. If 𝑝 𝑗 AABA-decides a block,

according to AABA’s biased-validity property, the AABA instance

must output 1. According to AABA’s 1-validity property, some node

must have inputted ⟨1, 𝑣, 𝜎⟩ s.t. 𝑄 (𝑣, 𝜎)=true. Since 𝜎 is a proof

of grade-1 delivery in GBC, according to the receipt-correlation

property, at least 𝑓 +1 correct nodes have received 𝐵. 𝑝 𝑗 can acquire

𝐵 by broadcasting a query request of 𝐵 if it has not received 𝐵 from

the broadcaster. In other words, 𝑝 𝑗 can definitely include 𝐵 in the

ACS set. If 𝑝 𝑗 has not GBC-decided or AABA-decided a block, it will

eventually receive from 𝑝𝑖 a delivery-assistance message (Line 30

of Algorithm 4), namely DA-deciding to include 𝐵.

Case 2: No correct node GBC-decides to include 𝐵. In this

case, all nodes can only AABA-decide on a block. If a correct node

includes 𝐵 in the ACS set, it must output 1 from the corresponding

AABA instance. According to AABA’s agreement property, each

correct node will output 1 from this AABA instance. According to

AABA’s 1-validity property, some node must have inputted ⟨1, 𝑣, 𝜎⟩
s.t. 𝑄 (𝑣, 𝜎)=true. Similar to the analysis in Case 1, each correct

node can eventually receive 𝐵 and include 𝐵 in the ACS set. □

Theorem 2 (Agreement). Within a Π𝑎𝑐𝑠𝑞 instance, if a correct
node outputs 𝑞, then every correct node outputs 𝑞.

Proof. If a correct node excludes a block from the ACS set, it

must output 0 from AABA. By AABA’s agreement property, each

correct node will output 0 from AABA and exclude the block from

its ACS set. Conversely, if a correct node includes a block into the

ACS set, then, by Lemma 1, each correct node will include this block.

When blocks in the ACS set are sorted by their block numbers, the

resulting sequences will also match, ensuring agreement. □

Theorem 3 (Validity). Within a Π𝑎𝑐𝑠𝑞 instance, if a correct node
outputs a sequence 𝑞, then |𝑞 | ≥ 𝑛 − 𝑓 .

Proof. As described by Line 10 and Line 12 of Algorithm 4, a

correct node will wait to deliver at least 𝑛 − 𝑓 blocks with grade 2,

each of whichwill be included in the ACS set and theΠ𝑎𝑐𝑠𝑞 sequence.

Thus, the sequence will contain at least 𝑛 − 𝑓 elements. □

Theorem 4 (Totality).Within a Π𝑎𝑐𝑠𝑞 instance, if each correct
node receives an input, all correct nodes will eventually output.
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Proof. Since there are at least 𝑛 − 𝑓 correct nodes, each correct

node can deliver at least 𝑛 − 𝑓 blocks with grade 2 and then finish

the broadcast stage in Algorithm 4. Next, we prove that for each

block without being decided in the broadcast stage, a node can

decide it during the agreement stage.

Assume a node 𝑝𝑖 does not decide a block 𝐵 in the broadcast

stage. We consider the following two cases. First, if no correct

node decides 𝐵 in the broadcast stage, all correct nodes will ac-

tivate an AABA instance for 𝐵. According to AABA’s termination

property, 𝑝𝑖 will output from AABA and decide on 𝐵. Second, if

some correct node decides 𝐵 in the broadcast stage, it will send a

delivery-assistance message to 𝑝𝑖 . Therefore, 𝑝𝑖 can decide on 𝐵

after receiving this delivery-assistance message if it has not made a

decision based on AABA’s output.

Thus, each correct node can eventually output from Π𝑎𝑐𝑠𝑞 . □

Theorem 5 (Optimistic validity).Within a Π𝑎𝑐𝑠𝑞 instance, if
all nodes are correct and the network conditions are favorable, each
correct node can output a sequence comprising inputs from all nodes,
such that |𝑞 | = 𝑛.

Proof. If all nodes are correct and the network conditions are

favorable, each correct node can grade-2 deliver all blocks before

the trigger activation during the broadcast stage. Therefore, the

outputted sequence will be in size of 𝑛. □

5.2 Analysis on Falcon
In this section, we prove that our Falcon protocol constructed based

on Π𝑎𝑐𝑠𝑞 correctly implements BFT.

Theorem 6 (Safety). For two nodes 𝑝𝑖 and 𝑝 𝑗 , if C𝑖 [𝑟 ] ≠ ⊥ and
C𝑗 [𝑟 ] ≠ ⊥, then C𝑖 [𝑟 ] = C𝑗 [𝑟 ].

Proof. As described in Section 4.1.3, blocks in the Πℎ
𝑎𝑐𝑠𝑞 in-

stance can be committed only if all Π𝑚
𝑎𝑐𝑠𝑞 (𝑚 < ℎ) instances have

been processed. For ease of presentation, we denote the Π𝑎𝑐𝑠𝑞 se-

quence generated by node 𝑝𝑖 through Π𝑚
𝑎𝑐𝑠𝑞 as A𝑚

𝑖
. Additionally,

the vector updated by node 𝑝𝑖 after completing the Π𝑚
𝑎𝑐𝑠𝑞 instance

is denoted as C𝑚
𝑖
. According to Theorem 2, A𝑚

𝑖
must be equal to

A𝑚
𝑗
, and thus C𝑚

𝑖
must also be equal to C𝑚

𝑗
.

Without loss of generality, we assume that C𝑖 [𝑟 ] and C𝑗 [𝑟 ] are
committed by 𝑝𝑖 and 𝑝 𝑗 in Aℎ1

𝑖
and Aℎ2

𝑗
, respectively. If ℎ1 = 1,

then ℎ2 must also equal 1. In other words, C𝑖 [𝑟 ] and C𝑗 [𝑟 ] are
committed in the first Π𝑎𝑐𝑠𝑞 instance. According to Theorem 2,

C𝑖 [𝑟 ] and C𝑗 [𝑟 ] must be identical.

If ℎ1 > 1, then ℎ2 must be greater than 1, and moreover, ℎ1

and ℎ2 will be equal. Thus, Cℎ1−1
𝑖

must equal to Cℎ2−1
𝑖

. Denote

the lengths of Cℎ1−1
𝑖

and Cℎ2−1
𝑗

as 𝑙𝑖 and 𝑙 𝑗 , respectively. 𝑙𝑖 and 𝑙 𝑗

will also be identical. Thus, C𝑖 [𝑟 ] is committed by 𝑝𝑖 in Πℎ1
𝑎𝑐𝑠𝑞 with

index 𝑟 − 𝑙𝑖 , and C𝑗 [𝑟 ] is committed by 𝑝 𝑗 in Πℎ2
𝑎𝑐𝑠𝑞 with index 𝑟 − 𝑙 𝑗 .

Since ℎ1 = ℎ2 and 𝑙𝑖 = 𝑙 𝑗 , C𝑖 [𝑟 ] and C𝑗 [𝑟 ] must be identical. □

Theorem 7 (Liveness). If a transaction tx is included in every
correct node’s buffer, each one will eventually commit tx.

Proof. According to Theorem 3 and Theorem 4, in a Π𝑎𝑐𝑠𝑞

instance, each correct node will output a sequence 𝑞 where |𝑞 | ≥
𝑛− 𝑓 . In this sequence, at least 𝑛−2𝑓 blocks are proposed by correct
nodes. When tx is present in every correct node’s buffer, each one

will include tx in its newly proposed block if tx has not already been
committed. Therefore, if tx remains uncommitted, the sequence 𝑞

must include blocks containing tx, which will be committed in this

Π𝑎𝑐𝑠𝑞 instance. Thus, Falcon guarantees the liveness property. □

6 IMPLEMENTATION AND EVALUATION
6.1 Implementation & settings
To evaluate Falcon’s performance, we develop a prototype sys-

tem implementation. We select HBBFT [41], Dumbo [30], MyTum-

bler (abbreviated as MyTblr) [37], and Narwhal&Tusk (abbrevi-

ated as Tusk) [21] as baselines. HBBFT and MyTblr represent the

BKR paradigm, Dumbo embodies CKPS, and Tusk represents a

state-of-the-art Directed Acyclic Graph (DAG)-based protocol. All

implementations—HBBFT, Dumbo, MyTblr, and Falcon—are coded

in Rust within the same code framework, without utilizing thresh-

old encryption for transactions [41]. Specifically, we use ed25519-

dalek for elliptic curve based signatures and threshold_crypto for

threshold signatures. We choose the MMR version of the ABA pro-

tocol [42] for implementation. For Tusk, we directly utilize the

open-source codebase directly. The experiments are conducted on

AWS, with each node deployed on an m5d.2xlarge instance. These

instances are equipped with 8 vCPUs and 32GB of memory and run

Ubuntu 20.04, with a maximum network bandwidth of 10Gbps. To

simulate a decentralized deployment, nodes are distributed across

five regions globally: N. Virginia, Stockholm, Tokyo, Sydney, and N.

California. It is important to note that the signature algorithm has

a minimal impact on the overall protocol performance. Therefore,

in line with common practice in consensus evaluations, this section

omits a detailed analysis of these signature libraries.

To minimize the impact of experimental errors, each experiment

is repeated three times, and we plot the average or error bars for

each data point in the experiment. We consider two situations:

favorable and unfavorable. The favorable situation refers to a system

without faulty nodes, while the unfavorable situation includes some

faulty nodes. As in most mainstream consensus evaluations [10, 18,

26], we simulate faulty nodes in the system using crash failures.

Our prototype implementation is built on a mempool that broad-

casts transactions via payloads, a method widely adopted by various

blockchain systems [10, 18, 26, 27]. In essence, a payload refers to a

package that bundles multiple transactions together. Each payload

is configured to be 500 KB. Besides, as in many other consensus stud-

ies [10, 18, 30, 41], we generate mock transactions for evaluation.

Each transaction is set to 512 bytes, with each block referencing

up to 32 payloads. These parameters are also commonly used in

recent BFT evaluation works [18, 21, 26, 48]. Due to the small size

of the blocks, we did not utilize erasure codes [14, 41] to optimize

block broadcasting during the broadcast stage.

6.2 Basic performance
We employ two settings: one with 7 nodes and the other with 16

nodes. In each setting, we progressively increase the rate of client

input transactions until the system reaches saturation.

We utilize sMVBA [29] as the MVBA protocol of Dumbo to achieve good performance.

https://github.com/dalek-cryptography/ed25519-dalek

https://github.com/poanetwork/threshold_crypto

https://github.com/facebookresearch/narwhal
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Figure 10: Latency v.s. throughput in favorable situations
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Figure 11: Latency v.s. throughput in unfavorable situations

6.2.1 Performance in favorable situations. The trade-off between la-

tency and throughput in favorable situations is shown in Figure 10.

It is evident from the graph that Falcon exhibits lower baseline

latency and higher peak throughput compared to other protocols.

Specifically, when the system consists of 7 nodes, Falcon’s baseline

latency is only 38.4% of MyTblr, 24.2% of Dumbo, 17.3% of HBBFT,

and 23.9% of Tusk. This advantage arises from two factors. First, Fal-

con avoids running the agreement protocol in favorable situations,

while Dumbo and HBBFT always need to execute it. As for Tusk, it

relies on Narwhal to broadcast blocks and then commits them using

a DAG-based agreement. Therefore, it also requires the execution of

agreement protocols. Second, Falcon’s partial-sorting mechanism

allows faster block committing, whereas HBBFT’s integral-sorting

requires all blocks to be decided before committing. MyTblr, with

its timestamp-based sorting, requires blocks to wait until the times-

tamp reaches a specific threshold for committing. Furthermore,

regarding peak throughput, Falcon achieves a peak rate of 132.1K

tx/s, surpassing MyTblr’s 112.1K tx/s, Dumbo’s 68.2K tx/s, HBBFT’s

38.3K tx/s, and Tusk’s 96.4K tx/s. The high throughput of Falcon is

attributed to its ability to commit more blocks for each ACSQ in-

stance in favorable situations.

6.2.2 Performance in unfavorable situations. In unfavorable situa-

tions, we set the number of faulty nodes to 2 and 3 in the 7-node

and 16-node settings, respectively. The experimental results are

shown in Figure 11. As expected, the performance of all protocols

declines when faulty nodes are present in the system compared to

Figure 10. However, Falcon demonstrates better performance than

HBBFT, Dumbo, and Tusk. Specifically, in the 7-node setting, Fal-

con’s baseline latency is only 29.4%, 70.7%, 49.7% of that of HBBFT,

Dumbo, and Tusk, respectively. This is due to the shortcut mecha-

nism introduced in Falcon’s AABA protocol during the agreement

stage, which allows AABA instances corresponding to faulty nodes

to output more quickly. MyTblr exhibits a latency performance
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Figure 12: Comparison of latency stability

similar to Falcon’s because it also incorporates a fast path during

the agreement stage, akin to the shortcut mechanism.

6.3 Latency stability
We consider 16 nodes and examine both favorable and unfavorable

situations. Experimental results are shown in Figure 12.

As shown in the figure, regardless of the situation, Falcon is

able to continuously commit transactions due to the partial-sorting

mechanism, ensuring a smaller latency range. In contrast, Dumbo,

HBBFT, and Tusk only commit transactions intermittently, experi-

encing periods of no activity followed by large bursts of transac-

tions, causing significant instability in latency. Additionally, per-

formance comparisons across different scenarios indicate that the

presence of faulty nodes worsens HBBFT’s performance, whereas

Falcon consistently maintains stable latency. Similarly, MyTblr

also achieves relatively stable latency through its timestamp-based

sorting mechanism; however, this timestamp-based mechanism

requires the timestamp to reach a specific threshold before block

committing, leading to higher latency and reduced throughput.

6.4 Latency decomposition
We break down the latency to analyze the time consumed by each

stage, namely the broadcast, agreement, and sorting. Note that

while Tusk does not employ the ABA protocol, it achieves agree-

ment through the leader’s reference count mechanism. Therefore,

we decompose the latency in Tusk as follows: broadcast time (block

dissemination), agreement time (from the completion of block dis-

semination to when the leader meets the reference count condition),

and sorting time (from the leader meeting the condition to the com-

pletion of block sorting).

The experimental results for favorable situations are shown in

Figure 13. It is evident that, regardless of the setup, the latency

incurred by Falcon during the agreement stage is negligible. This

validates Falcon’s design of using GBC for direct block committing,

eliminating the agreement stage. In contrast, the agreement stage

in the other four protocols takes a significant amount of time, par-

ticularly in HBBFT, Dumbo, and Tusk. In the 7-node system, the

time spent in the agreement stage of HBBFT, Dumbo, and Tusk is

3.9 times, 2.7 times, and 3.8 times that of the broadcast stage, re-

spectively. Moreover, Falcon’s sorting stage is also negligible due to

its partial-sorting mechanism, which accelerates block committing

by eliminating the need to wait for all blocks to be decided.
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Figure 15: Performance comparison as node count increases

The results for unfavorable situations are shown in Figure 14.

Due to the presence of faulty nodes, Falcon needs to run the agree-

ment stage to commit blocks. However, with the shortcut mech-

anism introduced by AABA, Falcon’s agreement stage takes less

time than others. Specifically, in the 16-node setting, Falcon’s agree-

ment stage consumes only 80.1%, 26.2%, 6.1%, and 14.4% of the time

required by MyTblr, Dumbo, HBBFT, and Tusk, respectively. As for

the sorting stage, Falcon’s partial-sorting mechanism continues to

reduce latency compared with MyTblr and HBBFT.

An interesting observation is that both Dumbo and Tusk exhibit

almost no sorting time, regardless of whether the situations are fa-

vorable or unfavorable. This is because Dumbo employs the MVBA

agreement protocol, where all blocks are decided simultaneously.

Similarly, Tusk’s reference count mechanism allows all blocks ref-

erenced by the leader to be simultaneously decided. The sorting

process following simultaneous decisions is trivial and introduces

minimal delay. However, the agreement process itself tends to incur

relatively high latency.

6.5 Scalability
We evaluate the scalability of each protocol by increasing the num-

ber of nodes and analyzing the corresponding performance vari-

ations. Specifically, we focus on the optimistic scenario and, for

each experiment, record the latency and throughput at the point of

system saturation. The results are shown in Figure 15.

As shown in Figure 15a, while the latency of all protocols in-

creases with node count, Falcon exhibits a significantly smaller

increase compared to the others. For instance, when the number

of nodes increases from 7 to 64, Falcon’s latency increases by only

2.1 times, whereas MyTblr, Dumbo, HBBFT, and Tusk experience

increases of 3.8, 3.9, 5.1, and 2.4 times, respectively. Even with 64

nodes, Falcon’s latency remains at 2.2 seconds, which is notably

lower than MyTblr’s 8.2 seconds, Dumbo’s 11.4 seconds, HBBFT’s

22.3 seconds, and Tusk’s 7.361 seconds.

In terms of throughput, Falcon consistently outperforms oth-

ers across different node scales. At 64 nodes, Falcon achieves a

throughput of 217.9K tx/s, surpassing MyTblr’s 178.9K tx/s and

Tusk’s 165.3K tx/s, and significantly exceeding Dumbo’s 69.7 K tx/s

and HBBFT’s 29.8K tx/s. Figure 15b shows that the throughput of

all protocols initially increases and then decreases as the number

of nodes grows. This pattern is linked to the mempool mechanism

in Falcon, MyTblr, Dumbo, and HBBFT, where each node generates

and broadcasts payloads. In the early period, more nodes result

in more payloads, boosting throughput. However, as the number

of nodes increases further, the surge in consensus and payload

messages leads to network congestion, which ultimately reduces

throughput. For Tusk, a similar reasoning applies, as it depends on

the Narwhal mempool. Despite this, Falcon consistently maintains

higher throughput than the other protocols throughout all periods.

7 RELATEDWORK
In this section, we summarize the related work on asynchronous

BFT protocols, while deferring the discussion of (partially) synchro-

nous protocols to Appendix B due to space constraints.

Asynchronous consensus protocols include two key components:

ABA [2, 8, 24, 42] and MVBA [4, 13, 29, 39]. ABA handles binary

values, while MVBA handles arbitrary values. Combined with RBC

or the GBC protocol proposed in this paper, ABA and MVBA can

be used to implement an asynchronous BFT consensus, known as

the BKR and CKPS paradigms, respectively. As a representative of

the BKR paradigm, HoneybadgerBFT was the first asynchronous

BFT protocol to be practically deployed [41].

Building on HoneybadgerBFT, Duan et al. introduced five ver-

sions of the BEAT protocol to optimize it [22]. BEAT0 and BEAT2

optimize cryptographic protocols, which are orthogonal to ourwork

and can be directly applied to our approach. BEAT3 and BEAT4

focus on storage system optimizations, which diverge from our

goal of general SMR. BEAT1 suggests replacing the encoded RBC

in HoneybadgerBFT with a non-encoded standard RBC. As noted

in Section 6.1, our block broadcasting implementation of Honey-

badger has used a standard RBC rather than an encoded one. Liu et

al. proposed a new agreement protocol, SuperMA, to improve the

performance of the BKR paradigm [37]. However, even in optimistic

situations, this protocol still requires running the ABA protocol.

In contrast, Falcon avoids the need to run the ABA protocol in

optimistic situations, resulting in better performance.

Some works have introduced an optimistic path into asynchro-

nous protocols to enhance their performance in favorable condi-

tions [35, 46]. Depending on how the optimistic and pessimistic
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paths are structured, these approaches can be classified into the

serial path paradigm [26, 38] and the parallel path paradigm [10, 18].

They, however, can only commit a single block in optimistic situa-

tions, resulting in lower throughput. In contrast, Falcon can commit

𝑛 blocks in optimistic conditions, offering higher throughput.

Additionally, works like DAGRider [32] have incorporated the

topology of Directed Acyclic Graph (DAG) into the design of consen-

sus protocols. Building on DAGRider, protocols such as Tusk [21],

BullShark [49], GradedDAG [20], and Wahoo [19] aim to optimize

the latency of DAG-based BFT consensus. However, these protocols

focus primarily on leader blocks and neglect non-leader blocks,

which results in higher latency for non-leader blocks.

8 CONCLUSION
To address the key challenges of existing asynchronous BFT con-

sensus, we present Falcon, a protocol that offers both low and stable

latency, as well as improved throughput. Specifically, by introducing

the GBC protocol, Falcon effectively bypasses the agreement stage

in favorable situations, significantly reducing latency. The AABA

protocol ensures consistency between decisions made via GBC

and those made during the agreement stage. Additionally, Falcon’s

partial-sorting mechanism enhances latency stability by enabling

continuous block committing. The integration of an agreement

trigger further boosts throughput by allowing nodes to deliver and

commit more blocks. Experimental results demonstrate Falcon’s

superiority over existing protocols, positioning it as a promising

solution for advancing BFT consensus.
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A CORRECTNESS ANALYSIS ON Π𝑎𝑎𝑏𝑎

A.1 Analysis on Π𝑎𝑎𝑏𝑎’s properties
We prove that Π𝑎𝑎𝑏𝑎 correctly implements an AABA protocol.

A.1.1 Agreement. Nodes can only output at Line 20 or Line 26 in

Algorithm 1. If a correct node 𝑝𝑖 outputs 0 at Line 20, i.e., outputs

through the shortcut mechanism, it must have received 𝑛 − 𝑓 sho2
messages containing 0. Since 𝑛 ≥ 3𝑓 + 1, any correct node must

receive at least one sho2 message containing 0 and input 0 to the

subsequent ABA. If another correct node 𝑝 𝑗 outputs at Line 20, it

will match 𝑝𝑖 ’s output. Otherwise, based on ABA’s validity and

termination properties, 𝑝 𝑗 will output 0. To sum up, as long as

a correct node outputs 0 through the shortcut mechanism, every

correct node will eventually output 0.

If 𝑝𝑖 outputs 𝑏 at Line 26, and 𝑝 𝑗 has already output 0 at Line 20,

then, based on the above analysis, 𝑝𝑖 will also output 0 (i.e., 𝑏 = 0).

Otherwise, by ABA’s agreement property, 𝑝 𝑗 will output 𝑏.

In conclusion, Π𝑎𝑎𝑏𝑎 achieves the agreement property.

A.1.2 1-validity. If a correct node outputs 1, it must output at Line

26 in Algorithm 1. According to ABA’s validity property, at least

one correct node must input 1 at Line 24. Therefore, the set 𝑆 in

Algorithm 1 must include 1, implying that at least one correct node,

denoted as 𝑝𝑖 , must have broadcast ⟨sho1, 1⟩. Thus, 𝑝𝑖 must have

received a message containing ⟨1, 𝑣, 𝜎⟩ such that 𝑄 (𝑣, 𝜎)=true. In
otherwords, some nodemust have inputted ⟨1, 𝑣, 𝜎⟩ s.t.𝑄 (𝑣, 𝜎)=true.

A.1.3 Biased-validity. If at least 𝑓 + 1 correct nodes input valid

⟨1, 𝑣, 𝜎⟩, each correct node will broadcast ⟨sho1, 1⟩ and will not

broadcast ⟨sho1, 0⟩, according to Lines 3-10 in Algorithm 1. There-

fore, the set 𝑆 will only include 1 and each correct node will input

1 to the subsequent ABA protocol. According to ABA’s validity

property, each correct node will output 1.

A.1.4 Termination. If all correct nodes receive the input 0, each
correct node can broadcast ⟨sho1, 0⟩, provided it has not already

broadcast ⟨sho1, 1⟩. Conversely, if at least one correct node receives
a valid ⟨1, 𝑣, 𝜎⟩, each correct node can broadcast ⟨sho1, 1⟩, provided
it has not already broadcast ⟨sho1, 0⟩. In summary, each correct

node can broadcast a sho1 message. Since 𝑛 − 𝑓 ≥ 2𝑓 + 1, there
must be a bit, denoted as 𝑏, broadcast by at least 𝑓 + 1 correct nodes
at either Line 6 or Line 10 of Algorithm 1. According to Lines 11-13

of Algorithm 1, 𝑏 will be broadcast through the sho1 message by

all correct nodes. Therefore, the set 𝑆 will eventually be non-empty,

and it will definitely include 𝑏.

On the other hand, if a bit 𝑐 is included in a correct node’s set

𝑆 , at least 𝑓 + 1 correct nodes must have broadcast ⟨sho1, 𝑐⟩, and
eventually, every correct node will broadcast ⟨sho1, 𝑐⟩. Therefore,
each correct node will receive ⟨sho1, 𝑐⟩ from at least 𝑛 − 𝑓 nodes

and include 𝑐 in its set 𝑆 .

As a result, if a correct node broadcasts a message of ⟨sho2, 𝑏⟩,
this message will be accepted by every correct node, as 𝑏 is included

in 𝑆 . Since 𝑆 will be non-empty, each correct node can broadcast

a sho2 message, which will be accepted by every correct node.
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Therefore, each correct node can receive at least 𝑛 − 𝑓 valid sho2
messages and subsequently input one bit into the ABA protocol.

According to ABA’s termination property, each correct node will

eventually output if it has not done so yet.

A.1.5 Shortcut 0-output. If all nodes input 0, each correct node will
only broadcast ⟨sho1, 0⟩ and receive only sho1messages containing

0. Therefore, the set 𝑆 will only include 0, and each correct node

will only broadcast the sho2 message containing 0. Thus, each

correct node will receive 𝑛 − 𝑓 valid sho2 messages containing 0

and output 0 at Line 20. This results in a shortcut latency of three

communication rounds.

A.2 Analysis on the early-stopping mechanism
In this section, we mainly prove that Π𝑎𝑎𝑏𝑎 retains all AABA prop-

erties after adding the early-stoppingmechanism. Besides, we prove

that if 𝑓 + 1 correct nodes output 0 at Line 20 in Algorithm 1, each

correct node can output 0 without finishing the subsequent ABA.

First, since the early-stopping mechanism only works in the situ-

ation where Π𝑎𝑎𝑏𝑎 outputs 0, it will not affect how Π𝑎𝑎𝑏𝑎 achieves

the properties of 1-validity and biased-validity. In other words, af-

ter adding the early-stopping mechanism, Π𝑎𝑎𝑏𝑎 can also achieve

1-validity and biased-validity. Besides, if a correct node outputs

0 at Line 20 of Algorithm 1, any correct node that outputs from

Algorithm 2 can only output 0, which maintains the agreement

property. If no correct node exits from Algorithm 2, all correct

nodes will participate in the ABA protocol and eventually termi-

nate after outputting from ABA. On the contrary, if a correct node

exits from Algorithm 2, it must have received 𝑛 − 𝑓 stop messages,

at least 𝑛 − 2𝑓 (𝑛 − 2𝑓 ≥ 𝑓 + 1) of which are broadcast from cor-

rect nodes. Therefore, each correct node can receive at least 𝑓 + 1
stop messages and will also broadcast a stop message if it has

not broadcast one. Eventually, each correct node can receive 𝑛 − 𝑓

stop messages and exit from Algorithm 2. Thus, Π𝑎𝑎𝑏𝑎 can still

achieve the termination property after adding the early-stopping

mechanism. Furthermore, if all nodes input 0, each correct node can

output 0 at Line 20, leading to a latency of three communication

rounds, regardless of whether the early-stopping mechanism is

added or not. To sum up, Π𝑎𝑎𝑏𝑎 can achieve all properties of AABA

after adding the early-stopping mechanism.

If 𝑓 + 1 correct nodes output 0 at Line 20 in Algorithm 1, each of

these nodes will broadcast a stop message in Algorithm 2. Then,

each correct node can receive 𝑓 + 1 stop messages and broadcast a

stop message if it has not broadcast one. Therefore, each correct

node can receive 𝑛− 𝑓 stopmessages and then exit from the Π𝑎𝑎𝑏𝑎

instance without finishing the subsequent ABA protocol.

B OTHER RELATEDWORKS
The synchronous network assumption, on the one hand, simplifies

the design of protocols and, on the other hand, enhances fault

tolerance. As a result, many early works [33, 43, 47], as well as

some recent ones [3, 16], are based on this assumption. Synchronous

networks typically assume that messages between correct nodes are

guaranteed to be delivered within a certain period, denoted by Δ.
However, setting the appropriate value for Δ presents a significant

challenge. IfΔ is set too small, the assumption is likely to be violated,

compromising the protocol’s safety. Conversely, if Δ is set too large,

nodes will have to wait longer before proceeding to the next step,

thereby reducing the protocol’s performance.

To avoid the safety issues present in the synchronous network

assumption, Dwork et al. [23] proposed the partially-synchronous

network assumption. Under this assumption, the system transi-

tions into a synchronous state after an unknown duration during

which the network may be asynchronous. BFT protocols designed

based on the partially-synchronous assumption do not rely on the

assumption’s correctness for safety but only for liveness. Since the

introduction of the partially-synchronous assumption, it has been

adopted by numerous protocols [25, 31, 57], with PBFT being the

most representative [15]. Many subsequent works have optimized

the PBFT protocol, such as introducing a fast path [17, 28, 34], as-

suming an optimistic case [12], utilizing trusted hardware [7, 36].

The rise of blockchain technology [52–54] also inspired researchers

to integrate block and chain data structures into consensus proto-

col design, leading to notable partially-synchronous protocols like

Tendermint [6] and HotStuff [56]. Qin et al. designed an interactive

platform to evaluate the partially-synchronous BFT protocols [45],

but it is not suitable for our work.

Despite their long-standing popularity, partially-synchronous

protocols were shown by Miller et al. [41] to be vulnerable to net-

work attacks that can result in a loss of liveness. As a result, recent

researchers, including our work, have shifted the focus to asyn-

chronous networks. Furthermore, partially-synchronous protocols

typically introduce a timer, which is hard to tune.
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