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Abstract—Microservice architectures are increasingly preva-
lent in organisations providing online applications. Recent studies
have begun to explore the characteristics of real-world large-scale
microservice deployments; however, their operational complex-
ities, and the degree to which this complexities are consistent
across different deployments, remains under-explored. In this
paper, we analyse a microservice dataset released by Alibaba
along three dimensions of complexity: scale, heterogeneity, and
dynamicity. We find that large-scale deployments can consist of
tens of thousands of microservices, that support an even broader
array of front-end functionality. Moreover, our analysis shows
wide-spread long-tailed distributions of characteristics between
microservices, such as share of workload and dependencies,
highlighting inequality across the deployment. This diversity
is also reflected in call graphs, where we find that whilst
front-end services produce dominant call graphs, rarer non-
dominant call graphs are prevalent and could involve dissimilar
microservice calls. We also find that runtime dependencies
between microservices deviate from the static view of system
dependencies, and that the deployment undergoes daily changes
to microservices. We discuss the implications of our findings
for state-of-the-art research in microservice management and
research testbed realism, and compare our results to previous
descriptions of large-scale microservice deployments to begin to
build an understanding of their commonalities.

I. INTRODUCTION

Microservice architectures (MSAs) have become the lead-
ing method for building large-scale distributed applications
[1]. These architectures are built using small, distinct, mi-
croservices (MSs) that communicate with each other over
well defined APIs. This architectural style facilitates small
agile development teams, rapid development of new features,
and fine-grained scaling. Yet, these characteristics can also
lead to unique challenges associated with MSAs, such as
increased operational complexity, MS co-ordination , and scale
[2], rendering system maintenance, and integrity and uptime
assurance, extremely complicated. However, on the other hand,
online application downtime can be associated with extremely
high costs, with Fortune 1000 companies reporting losses of
up to $1 million per hour of disruption [3], [4].

To address these challenges extensive research has been
carried out into novel approaches to detect faults [5]], pinpoint
root causes [6], and provide efficient auto-scaling through
workload prediction [7]. Research has explored data-driven
approaches for optimising MSA design and minimising anti-
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patterns [8]], [9]. However, such approaches are often moti-
vated and subsequently designed based only on theoretical
understandings of MSAs stemming from perceived common
design practices and the challenges associated with them.
This issue is further exacerbated by the reliance on small-
scale open-source testbeds [10] due to the scarce access
to industrial-scale datasets with ground truth. Whilst such
testbeds are designed based on best practices, they do not
match the complexity associated with real-world large-scale
MSAs [10]. This puts into question the efficacy of any such
derived methodologies.

Recently, a few investigations have begun to characterise
the properties of large-scale MSAs, e.g., [11], [[12]. However,
these studies lack a comprehensive view of characteristics,
challenges, and potential guiding principles associated with
such systems. An exception to this is the recent study of Meta’s
MSA [13] which provides insights toward improving the
realism of MS testbeds. However, the implications for state-
of-the-art approaches for MSA management were not explored
in depth. Furthermore, being the first empirical investigation
to take a general approach to understanding the governing
principles of enterprise-grade MSA:s, it is yet unclear the extent
to which the findings are representative of other deployments.

In this paper we aim to contribute to this emerging literature
by analysing a large-scale microservice dataset released by
Alibaba [14]. Our analysis is articulated around three key
dimensions of MSAs associated with operational and man-
agement challenges from the literature: scale, heterogeneity,
and dynamicity [2f], [[10], [15]-[20]. Throughout the paper,
we discuss the implications of our findings along these three
main axes for state-of-the-art research in MSA management
and design, as well as the development of more realistic re-
search testbeds, providing insights to motivate future research
to better meet the challenges of real-world MSAs. Where
applicable, we discuss our findings in light of those found
at Meta [13]], thus providing the first comparative analysis of
enterprise-grade MSAs. The main findings of our investigation
can be summarised as below.

(1) Service scale: the number of unique MSs within a large-
scale MSA can be in the order of 10’s of thousands
, however, this number is dwarfed by the number
of front-end service functionalities they support (III-B).



(2) Topological characteristics: the dependency structure at
Alibaba is sparse ([II-D). It demonstrates similar local
characteristics to Meta and sees similar scales of
daily churn in MSs (V-C). We also find that the local
dependency structure of MSs at Alibaba diverges from
the static view at runtime.

(3) Microservice inequality: a select few MSs shoulder the
majority of the workload, dependencies, and number of
deployed instances (IV-A] [[V-C| [V-D). However, in each
case, these are often different MSs ([V-E).

(4) Microservice call graph variability: large-scale MSAs
produce rich repertoires of call graphs (TV-G). Front-end
service functionalities generally produce a dominant call
graph pattern, however, rarer non-dominant patterns are
common and can demonstrate notable divergence in calls
({IV-G).

(5) Deployment and operational variability: MS instances
are deployed across a large number of hosts and can
be co-located with a large number of different MSs
(IV-B). The workload experienced by the system is highly
variable over a daily period , however, not all MSs
horizontally scale in response to this changing system
workload (V-B).

In the following section, we briefly summarise some key
aspects of the dataset.

II. ALIBABA’S MICROSERVICE ARCHITECTURE AND
DATASET

The Alibaba MSA has been described previously in their
existing publications [7]]. Below, we provide a brief overview
of the dataset released by Alibaba from this MSA that we study
in this paper [14]. Alibaba adopt Kubernetes [21] to manage
their cloud [22]. In this architecture, both online services
and jobs that run offline co-exist on the same bare-metal
nodes to minimise resource under-utilisation. Stateful MSs,
such as databases and in-memory stores, are deployed within
a dedicated cluster which is not shared with stateless MS.
Alibaba adopt the Application Real-Time Monitoring Service
(ARMS) [23]], [24] to collect monitoring information from
their deployment, which is similar to Google’s Dapper [25].
The data collected by ARMS over 14 days of operation of
deployed MSs in 2022 has been open-sourced [14]. The dataset
is split into several parts, each covering specific monitoring
information; in this paper we utilise the data associated with
microservice calls and microservice resource usage, from
hereafter referred to as the call data and resource data.

Each row of the call data corresponds to a single call made
between an upstream and downstream microservice, denoted
as ‘um’ and ‘dm’, acting as the consumer and provider MSs
respectively. Each row also contains a number of auxiliary
fields. The RPC type signifies the communication paradigm
used by the call: remote procedure calls (‘rpc’), HTTP requests
(‘http’), message queues (‘mq’), memcached calls (‘mc’), and
database calls (‘db’). The Trace ID identifies the collection
of calls made between microservices that are associated with
a single front-end request. The RPC ID is used to reconstruct

the call graph structure of a call collection identified by a given
Trace ID. RPC IDs provide information as to the invocation
order of calls starting from the entry microservice, in a dot-
separated format. For example, the two calls made by an entry-
level microservice A to microservices B and then C will have
the RPC IDs ‘0.1” and ‘0.2’ respectively. If B subsequently
made a call to D the RPC ID for that call would be ‘0.1.1°,
whereas if C made this call it would have the value ‘0.2.1°.
Finally, the Service ID associates each call within the data
with the invocation of a specific front-end service functionality.
Examples of such functionalities include searching products,
ordering, and deliverinﬂ However, no information is provided
about top-level applications and thus we cannot know which
Service IDs are associated with which business domains at
Alibaba.

Each row of the resource data contains a single sample
of CPU and memory utilisation from stateless MS instances,
sampled every 60 seconds across the full 14 days. Each row
contains a MS Instance ID and MS ID which correspond to
the stateless MS names found in the call data. Each row also
contains a Node ID which denotes the specific host in which
the MS instance is deployed at the time of the sample.

III. SCALE

Microservice architectures, whilst conceived for individual
MS simplicity and modularity, can often evolve into highly
complex, sprawling architectures as they organically grow to
meet business demands. This scale imparts significant opera-
tional challenges for MSA management [2]. In this section,
we present quantitative insights into how scale manifests at
the architectural, service, and microservice levels.

A. Microservices and Microservice Instances
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Fig. 1. Comparison of Normalised Communication Type Frequencies for

Total vs. Leaf MSs. This chart shows the fraction of each communication
type occurrence relative to the overall occurrences, comparing all MSs (pink)
against MSs that only receive calls (blue).

I'Service IDs are also associated with sporadic non-user activities such as
management and testing, and thus this interpretation of Service IDs is not
completely straightforward, as seen in Section [[II-B|



TABLE I
COUNTS OF THE TOTAL NUMBER OF MSS AND MSI FOR MSS THAT HANDLE ENTRY-LEVEL CALLS (ENTRY), ONLY RECEIVE CALLS (LEAF) AND BOTH
RECEIVE AND MAKE CALLS (MIDDLE).

Entry Leaf Middle Total
MS 8,591 (13%) 25,201 (39%) 30,959 (48%) 67,760
MSI 137,547 (71%) 436,263 (23%) 1,292,281 (69%) 1,866,091
Ratios 16 17 41 28

Scale is measured in tens of thousands of microservices
and a million instances: in total, we identified 64,751 unique
MSs that were deployed as 1,866,091 instances in 14 days (see
Table [[); on average, each MS was deployed as 29 instances.

Most MSs both make and receive calls: We found that
8,591 MSs were responsible for handling entry callsE] and
25,201 of MSs never made calls across the 14 days, meaning
that the majority, 30,959 of MSs, both received from, and
made calls to, other MSs. When investigating the types of
RPC calls received by all MSs and leaf MSs, (see Figure
[I), we found that database and memcached RPC types were
disproportionately represented for leaf MSs. This demonstrates
that these nodes primarily consist of stateful MSs.

MS that both make and receive calls had more de-
ployed instances: Across all MS instances we found that
728,544 (92.6%) appeared downstream at least once, whereas
1,429,828 (76.6%) appeared upstream. Microservices that only
received calls made up a lower than expected share of mi-
croservice instances — 34.3% of microservices but only 23.4%
of instances. This finding may be attributed to reduced scaling
due to higher horizontal scaling overheads from the need
for data replication, consistency, and distributed transaction
management. Overall, microservices that both received and
made calls comprised the majority of microservice instances,
69.3%, indicating that these microservices experience higher
or more varied workloads, or their functionality is associated
with higher computational costs.

Alibaba’s MSA is larger in number of unique MSs but
Meta’s is larger in number of replications: Whilst Meta had
overall fewer unique microservices (18,500 vs 64,800) these
microservices were deployed as considerably more instances
than at Alibaba (12 million vs 1.8 million). These differences
could be a result of the divergent purposes of each deployment,
with Meta providing primarily social-media services, and
Alibaba providing a mix of e-commerce, financial, and digital
media services, driving different engineering considerations.
Another possibility, which may also be linked to the purpose of
each deployment, is that Alibaba opts for much finer-grained
MSs, with each MS handling a smaller slice of functionality,
whereas Meta consolidates broader functionalities into fewer,
more heavily replicated MSs. Overall, these results reflect
architectural design differences between the two organisations
at the MS and MS instance level.
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Fig. 2. Scatter demonstrating the relationship between the number of Service
IDs that share a fingerprint and the total number of calls in that fingerprint.
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Fig. 3. Scatter demonstrating the relationship between the number of Service
IDs that share a fingerprint and the median number of invocations of Service
IDs in that fingerprint.

B. Services

The number of Service IDs is significantly inflated
by sporadic non-user functionality: Across the dataset, we
identified 166,093,303 unique services, dwarfing the number
of microservices identified in Section However, Service
IDs can also be associated with non-user functionality such

2An entry call is the initial request made from an external client or system
that enters the microservice deployment.



as testing. When investigating the number of invocations of
each service across the 14 days we found that only 7,352,480
(4.4%) had more than a single invocation, and only 536,958
(0.3%) had more than 100 total invocations. As it is expected
that Alibaba’s online services are generally used by a very
large number of users, this suggests that the number of unique
services is drastically inflated by sporadic non-user facing
functionality.

Many Service IDs share an identical set of MS call
repertoires For each Service ID, we grouped all associated
MS calls into a deduplicated list. This list represents all of the
back-end MSs that front-end service functionality relies on,
which we refer to as a Service ID’s call fingerprint.

Since we noted a large inflation in Service IDs, we explored
to what extent different Service IDs had overlapping call
fingerprints, and thus overlapping functionality. We did so
by converting call fingerprints into MinHashes and using
locality-sensitive hashing (LSH) to find Service ID fingerprints
that could be matched. Overall, we found that 159 million
(99.39%) Service ID fingerprints were non-unique, and could
be matched to at least one other Service ID fingerprint.
The most matched fingerprint was associated with 16 million
(10%) of all Service IDs.

Previously, we observed that for the vast majority of Service
IDs there were very few total invocations, and we found
that many Service IDs had overlapping call fingerprints. One
hypothesis is that many unique Service IDs are given to the
same non-user functionality due to intentional management
choices. Therefore, based on the assumption that user-facing
front-end functionality is likely to involve a richer repertoire
of MS calls, we investigated the relationship between the
number of overlapping call fingerprints and the number of
MS calls within those call fingerprint. Overall, our results
revealed an inverse relationship (see Figure [2): the more a
call fingerprint was shared among different Service IDs, the
fewer MS calls were associated with it. Notably, the most
common call fingerprint, accounting for 10% of all Service
ID call fingerprints, comprised only two calls between three
known MS.

Sporadic Service IDs are associated with non-unique
MSs call fingerprints with a low number of calls.

Above, we found that a large number of Service IDs have
call fingerprints that are identical to other Service IDs, and
these call fingerprints often involved very few MS calls. To
understand if these same Service IDs are generally responsible
for the large number of Service IDs with very low total
invocations we investigated the median number of invocations
of Service IDs associated with each call fingerprint from a
random 10,000 sample of all call fingerprints. Again, we
found an inverse relationship (see Figure [3): the more a call
fingerprint was shared among different Service IDs, the fewer
invocations each Service ID had within that call fingerprint.
Combined with our previous findings, this suggests that a ma-
jor contributor to Service ID inflation is simple, and therefore
non-user facing, sporadic activity that appears under different
Service IDs despite likely representing the same front-end

service functionality. This functionality likely corresponds to
a form of management or probing activity that is repeatedly
assigned a new Service ID across the 14 days.

Based on our findings, we conclude that our call finger-
prints, which reduce the number of front-end functionalities
from 166 to 1.2 million, better represent the true repertoire of
front-end functionality provided by the deployment. Therefore,
in what follows, we use Service ID groupings based on these
call fingerprints rather than raw Service ID values.

C. Workload
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Fig. 4. The total number of MS calls (blue) and front-end service invocations
(pink) per hour across 7 days.

The total number of front-end requests and MS calls
is measured in billions: Overall there were 97 billion calls
made between microservices across the 14 days of operation,
associated with 15 billion front-end service invocations. The
total number of calls made between MSs is an order of
magnitude higher than the total number of user requests,
reflecting the recruitment for multiple MSs to provide front-
end functionality.

Workload significantly fluctuates across each day: The
number of calls and invocations fluctuated significantly across
the 14 days, with a strong 24-hour periodicity. The average
daily trough-to-peak increase was 80% for MS calls and 79%
for front-end invocations. The considerable difference between
lowest and highest total daily workload highlights the impor-
tance of predictive scaling, with MSAs that do not incorporate
scaling, or do so inaccurately, potentially wasting a large
amount of resources during periods of low usage. Conversely,
due to the sharp increases in demand throughout the day,
inaccurate predictive scaling of MSs could significantly impact
user experience.

D. Microservice Dependency Topology

Microservices are sparsely interconnected: We con-
structed the microservice dependency network from all calls
made between microservices across the 14 days of operation.
In this network, a directed edge between node A and B



indicates that at least one call was made between MS A and
MS B during the 14 days. Overall we found 543,948 edges
between MS, which is significantly lower than the theoretical
maximum of a fully connected network of the same size (4.2
Billion). The edge density of the dependency topology is also
considerably sparser than that reported by Meta (0.0001 vs
0.001). The 10-fold higher density of edges found at Meta may
be a by-product of the MS granularity conjectured in Section
If MSs at Meta encapsulate broader functionality, each
MS may have more interactions with other MSs to fulfil this
functionality, which would result in a topology with fewer
MSs but higher dependency density.

E. Scale Implications

The number of front-end services functionalities and back-
end MSs within a large-scale MSA can be extremely large:

The number of MSs in the dataset is several orders of
magnitude larger than the popular testbeds used for research
[26]-[29]. This substantial disparity in scale likely contributes
to the limited focus on scalability in current state-of-the-
art approaches for MS anomaly detection and localisation.
For example, one set of popular approaches construct causal
graphs to capture the relationships between MS metrics during
a fault [30]-[39]. However, the causal structural modelling
methods used by these approaches such as the PC algorithm
and LiINGAM, have poor time complexity as the number of
variables increases [40]—[43]. Another approach is to train
models in a supervised manner, either through the injection
of faults to produce a diverse labelled corpus of fault data or
through historical root cause information [44]-[46]. However,
with such a large number of MSs and diverse set of front-end
functionality they support, the feasibility of collecting enough
labelled data to adequately cover the huge combination of
failure conditions is unclear even when leveraging mitigation
techniques such as Positive-Unlabelled (PU) learning [47],
[48]].

One strategy for reducing the challenges associated with
characterising the normal behaviour of a diverse MSA is
to model the normal behaviour of individual MSs or the
collection of MSs associated with individual front-end services
[49], [50]. However, in this dataset, we identified 8,000 front-
end services, such that training and maintaining a model
for each individual front-end service may be costly. Further-
more, we identified a potential 1.2 million distinct front-
end functionalities associated with these front-end services.
As each front-end functionality is likely associated with its
own usage patterns and call graphs, this brings into question
whether simply building a model for each front-end service
substantially reduces the problem of scale and diversity. On
the other hand, building individual models for all 1.2 million
front-end functionalities is unlikely to be feasible outside of
very light-weight approaches [51]].

IV. HETEROGENEITY

MSAs are lauded for their flexibility and scalability [52],
[53]], achieved through the independent development and de-

ployment of loosely coupled microservices. Yet, this indepen-
dence naturally leads to a diverse and complex ecosystem,
where heterogeneity is evident at multiple levels. In practice,
MS heterogeneity manifests in many dimensions, from the
distribution of instances across hosts and the co-location of
multiple MSs in shared hardware, to distribution of workloads
and the intricate web of dependencies that link them together.
Furthermore, microservices can be variably integrated to pro-
vide diverse front-end service functionality, generating further
avenues for heterogeneity. In this section, we explore how
these facets of heterogeneity manifest in this dataset.

A. Microservice Instances
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Fig. 5. Cumulative frequency plot for the number of instances per MS with
the lower and upper quartiles (gray dotted) and median (red dotted).

The number of deployed instances per MS is highly
imbalanced: We collected all unique MS instance IDs as-
sociated with each MS in all calls within the data set. The
results revealed that the distribution of the number of instances
deployed per MS is heavy tailed, as shown in Figured] We
found that a large number of MSs (24.8%) were deployed only
as a single instance; the median number of deployed instances
per MS was 4. On the other hand, the highest number of
instances per MS was over 227,000, making up for 12.7% of
all deployed MS instances across the 14 days. Furthermore,
the top 1% of MSs accounted for around 895,000 instances,
making up half (50.1%) of all deployed MS instuiances. Since
we aggregated the number of deployed instances across the full
dataset, the number of instances can either mean that a MS is
generally deployed with a large number of instances or that
a MS is regularly horizontally scaled up and down, resulting
in a substantial fluctuation in the number of instances across
the dataset. We explore the horizontal scaling behaviour of
microservices in Section

Microservices at Alibaba and Meta demonstrate similar
distributions and maximum instance counts: When com-
paring the distribution of deployed instances per MS with that
of Meta (see Table , we found that both exhibit a heavy tail,
however, the median, average and 99-th percentile values for



TABLE II
COMPARISON OF THE NUMBER OF INSTANCES DEPLOYED PER
MICROSERVICE DISTRIBUTION BETWEEN ALIBABA AND META.

Alibaba Meta
Min 1 1
Median 4 34
Average 28 668
P99 309 9,220
Max 227,049 557,156

the Meta data are all an order of magnitude higher. Recalling
that Section [[II=A]l showed that the total number of instances
deployed at Meta is also an order of magnitude higher, this
means that the central tendencies for both distributions when
normalising by the total number of instances are similar, indi-
cating that the typical MS within both deployments represents
a similar fraction of the overall deployed instances. However,
notably, we found that the maximum number of instances
for a single microservice were remarkably similar (227,000
vs 557,000) despite this order of magnitude difference in
the total number of instances. This indicates that the heavy-
tail is more pronounced in this dataset, with the maximum
instance accounting for 12.4% of the total number of instances
compared to Meta’s 4.6%. The convergence of the maximum
values despite the difference in the total number of instances
might suggest that, regardless of scale, there are common
operational ceilings when it comes to scaling. This ceiling
could be a result of coordination overhead, such as managing
load balancing between a larger number of instances, or non-
linear performance gains due to resource contention for shared
resources such as databases, caches, and network bandwidth.

B. Nodes and Microservices
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(red dotted).
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Fig. 7. Frequency distribution demonstrating the maximum number of MS
instances deployed in the same node per MS.
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Fig. 8. Cumulative frequency plot for the number of MS instances per node
with the lower and upper quartiles (gray dotted) and median (red dotted).

MS instances can be deployed across a large number
of host machines: One challenge associated with character-
ising how many hosts a MS is deployed across is that MSs
are expected to have ephemeral instances due to horizontal
scaling. Therefore, to get an accurate understanding as to the
deployment of MS instances across nodes at a single point
in time, we analysed the MS instances and their associated
nodes within the first minute of resource data. This time period
was arbitrarily chosen, but assumed to be representative of the
dataset.

Our analysis revealed that 84% of these MSs were concur-
rently deployed on more than one node - with the median
being 4 nodes and one MS spanning as many as 4,114 nodes,
as shown in Figure @ Moreover, we found that, in most
cases, MSs were only deployed once per node, with 96% of
MSs having a single instance per node, as shown in Figure
These findings suggest a deliberate isolation strategy to
minimise single-node dependencies, reducing the impact of



node-level faults on system health. However, the existence of
a minority of MSs who were deployed many times on a single
node suggests some edge-cases. These could be a result of
scheduling anomalies or misconfiguration, or indicate a small
subset of MSs that may benefit from running on the same
physical node such as for shared local resources or reducing
communication overhead [54], [55]. Such cases may indicate
architectural weak-spots, where a specific microservice is
abnormally vulnerable to node-level faults and disruptions.

MS instances generally cohabit with a large number of
other MS: We found that nodes hosted between 1 and 38 MS
instances, on average housing 15 MS instances each, with only
9.1% of nodes hosting a single MS instance (see Figure [6).
This demonstrates a high degree of co-location of MSs within
the same host machines. Overall, this horizontal distribution
of MSs is likely a result of both optimising load balancing
and system resilience, ensuring nodes are neither under- nor
over-utilised while mitigating the impact of single node-level
failures.

C. Microservice Workload

~
o

o
[
N\

_____________ _7,

/

©
o

©
I

Cumulative Frequency
o
N

©
o

103 10° 107 10°

# Calls Received

Fig. 9. Cumulative frequency plot for the number calls received per MS with
the lower and upper quartiles (gray dotted) and median (red dotted).

The distribution of workload across MSs is extremely
uneven: In a MSA, MSs receive requests from many different
upstream sources; the accumulation of these requests over a
time period can be defined as their workload [7]]. To investigate
how this total workload was distributed throughout the dataset,
we aggregated the total calls received by each MS over the
full 14-day period.

Our analysis revealed a vast variation in workload across
MSs - receiving from a single call to as many as 6.9 billion
calls - 7.1% of all calls made over the two weeks (See Figure[9)}
The cumulative workload distribution was heavy-tailed: 21%
of MSs received fewer than 10 calls, whereas the top 1%
accounted for 87% of all calls. These results are in line with
previous research reporting heavy-tailed MS workloads [7]],
finding that the top 10% of MS were responsible for 75.2%
of CPU usage.

D. Microservice Dependencies
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Fig. 10. Cumulative frequency plot for the aggregate in-degree per MS with
the lower and upper quartiles (gray dotted) and median (red dotted).
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TABLE III
DEGREE COMPARISON BETWEEN ALIBABA AND META

Alibaba Meta
In-Degree ~ Out-Degree ‘ In-Degree ~ Out-Degree
Min 1 1 1 1
Median 2 4 4 4
Average 8.2 12.2 14 12
P99 89 110 86 101
Max 13,030 2,245 14,084 5,865

In Section |III-D| we explored the global dependency struc-
ture using metrics such as edge counts, density, and clustering
coefficients. An important complementary perspective comes
from analysing the local structure, such as MS in-degree and
out-degree, which has been explored by previous quantitative



explorations [11]], [13]. Here, the in-degree of a MS indicates
how many other MSs call it, while the out-degree reflects
how many other MSs it calls. Although previous work has
used these metrics to indicate bottleneck anti-patterns [§f], we
contend that they more aptly capture the importance of a MS
within the architecture. A high in-degree signals a critical hub
that many MSs rely on and is shared across a large amount
of front-end functionality, and a high out-degree suggests
a highly composite MS that aggregates the functionality of
many downstream MSs. Mismanaging or failing to scale these
pivotal MSs could disproportionately affect overall system
stability.

A small number of MSs have a disproportionately large
number of dependencies: Using the aggregate dependency
network constructed in Section [[I-D} we found that both in-
degree and out-degree distributions exhibited a heavy tail.
For example, 38.5% of MSs have an in-degree of only 1,
with a median of 2, yet the maximum in-degree reaches
13,030 — with one MS called by 19.2% of all other MSs.
In contrast, while only 20.2% of MSs have an out-degree
of 1 the median out-degree is slightly higher at 4. However,
the maximum out-degree is slightly lower than maximum in-
degree at 2,245 - meaning that 3.31% of all MSs are called
by this MS. Despite the higher maximum value for in-degree,
the distributions indicate that generally most MSs call more
peers than they are called by. This conclusion is in contrast
to that of Meta but is supported by previous research
at Alibaba [I1]]. Our finding that both in- and out-degrees
display a heavy-tailed distribution suggests a small set of hubs
that are central to system functionality; these architectural
hot-spots have also been identified in previous research [11]].
This observation aligns with the idea that common core MSs,
that are shared between applications or business domains such
as authentication, logging, or data access, tend to emerge as
highly depended-upon nodes [53].

As these hubs are involved with a large amount of MSA-
wide functionality, they present unique challenges for man-
agement and scaling, with disruptions to their functionality
likely affecting system-wide health. Therefore, as discussed
earlier, high-accuracy scaling and fault management for such
MSs are expected to play a key role in meeting service-level
agreements and maintaining system health.

Alibaba and Meta’s local dependency topology structure
is similar: In Section we noted that this dataset’s global
dependency structure was considerably sparser than that of
Meta’s. Yet, we found the local degree distributions to be
strikingly similar, as shown in Table [Tl Greater sparsity, as
found in Section [[lI-D] in conjunction with a larger number
of MSs and a local structure resembling Meta’s, suggests that
new MSs are incorporated by establishing dependencies with
only a limited subset of peers, thereby avoiding the theo-
retical quadratic increase in dependencies. This observation,
coupled with the similarity in local dependency structures, that
likely arise from different organisational structures, technology
stacks, and scales at Alibaba and Meta, suggests a convergence
in the design of their MSAs. Such convergence likely arises

due to universal constraints, such as performance, reliability,
and maintainability, that drive MSA design toward bounded
complexity.

E. Instances, Workload, and Dependencies
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Fig. 12. Correlation matrix demonstrating the Kendall’s Tau correlation
coefficient between MS’s total calls received, number of instances, aggregate
in-degree, and aggregate out-degree.
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Fig. 13. Matrix showing the Jaccard similarity between the set of MSs with
the top 1% total calls received, number of instances, aggregate in-degree, and
aggregate out-degree.

There is only a weak relationship between the number
of instances, work load, and number of dependencies of
MS: So far we demonstrated that instances, workload, and
dependencies all display a heavy-tailed distribution, with a
small number of MSs in all cases representing the majority.
Therefore, we explored whether these variables are correlated



with each other using Kendall’s Tau. Overall, the resultant cor-
relation matrix shown in Figure |[12|reveals a weak relationship
between all four variables. The highest correlation is found
between total calls received and in-degree, suggesting that to
some extent MSs that receive a wider array of different calls
from more MSs also receive more calls overall; this provides
some supporting evidence for the hub-like properties of some
of these MSs discussed in Section Interestingly, we
found a weak relationship between total calls received and the
number of instances deployed for a specific MS. This implies
that total workload is not necessarily a good sole predictor
of total number instances, suggesting that other factors such
as variability of workload, CPU requirements of functionality,
and MS-specific scaling rules, must play a significant role in
shaping the number of instances deployed, rather than being
solely a product of high demand.

The top 1% of MS with the most workload, instances,
and number of dependencies are generally different: As we
found heavy-tailed distributions for all of the above variables,
it is possible that relationships only exist within certain parts
of the distribution. Therefore, we narrowed our investigation
to the top 1% of MSs for each category, to specifically
understand whether these were generally the same outlier MSs.
We calculated the Jaccard similarity between the set of MSs
that comprised the top 1% of each category to give us a
similarity matrix, shown in Figure[I3] Our findings reveal that
although there is some overlap between the top 1% of each
category, generally there is a low degree of overlap between
categories, this lack of overlap being particularly pronounced
for out-degree and total received calls. This suggests that
generally speaking it is not the same set of MSs that are
overrepresented in each category.
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Fig. 14. Cumulative frequency plot for the number of unique service call
fingerprints per MS with the lower and upper quartiles (gray dotted) and
median (red dotted).

Microservices can be shared across many front-end
functionalities: Large-scale MSAs support many different

front-end applications which can cut across different business
domains. As MSs within these architectures are designed for
reusability — that is, they provide a specific function which can
be utilised by potentially an array of front-end applications —,
this can mean that MSs can be multiplexed by varied front-end
requests.

To explore this question, we used the Service ID call
fingerprints constructed in Section For each MS within
the dataset we searched all call fingerprints and stored the
ID of every call fingerprint that included that MS within its
associated calls.

Our results, Figure @ reveal that overall each microservice
was involved in a significant number of front-end function-
alities, with a median number of 9 and an average of 306.
The distribution was heavy-tailed with the maximum number
of front-end functionalities fulfilled by a single MS being
590,255, meaning that 49.8% of all identified Service ID call
fingerprints involve this MS.

G. Call Graph Variability
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Fig. 15. Histogram displaying the average Jaccard similarity per service.

In real-world MSAs, the calls graphs associated with front-
end services are dynamic [7], [11] due to factors such as
conditional inputs from users, graceful degradation [53], and
incomplete data within in-memory stores [11]. This variabil-
ity can contribute greatly to the heterogeneity of MS call
behaviour observed within a MSA. Previously, research has
investigated the number of call graph clusters per front-end
service using graph learning [11]], however, that work does
not fully investigate how different call graphs can be from
the same front-end service fulfilling the same functionality.
Therefore, we expand on it by directly investigating the unique
call graphs associated with Service IDs, representing a specific
function of a front-end service.

Given the very large size of the dataset we made several
important design choices when reconstructing call graphs to
reduce computational requirements. Firstly, we aggregated call
graphs on a per-datafile basis, corresponding to 3 minutes
of data in total. Secondly, we did not reconstruct the full



topological structure of call graphs in accordance with RPC
IDs, instead we represented call graphs as de-duplicated lexi-
cographically ordered sets of calls. To quantify the similarity
between these call graphs we then used locality-sensitive
hashing (LSH) to generate hashes from these sets, which could
be used to efficiently estimate the Jaccard similarity between
any two pairs of call graph sets.

Whilst our approach greatly reduces the computational re-
quirements of the analysis, there are inconsistencies within the
dataset that could impact our results. Firstly, call graphs can
be incomplete, either through gaps in call chains or through
missing microservice IDs. This means that two call graphs
could be determined to be different simply due to missing data
in one or both call graphs, rather than due to a true difference
in the actual call patterns. Whilst it is difficult to evaluate the
prevalence of all missing data, the authors of [56] found that
these specific types of missing data are highly prevalent in the
dataset, and therefore one might conjecture that they are more
a result of systematic instrumentation choices.

Hypothesis: Missing values within the call graph dataset
are primarily a result of systematic distributed tracing instru-
mentation choices leading to missing observability of specific
microservices.

To test this hypothesis, we collected all call graphs from
the first 12 hours of the dataset, as was done in [56]. We then
followed the steps outlined in [56] to restore missing values
based on overlapping information within the call graph. For
example, a call with a missing value in the upstream microser-
vice can be recovered if the previous call in the call chain
does not have a missing value in the downstream microservice
(and vice versa for a missing downstream microservice). Next,
we compared all 8.2 million call graphs that had at least one
restored missing value to the original set of call graphs to
see if we could find any matches. The intuition behind this
process is that if a restored call graph matches another call
graph then that restored call graph can appear without the
missing values, and therefore is not a result of systematic
instrumentation choices but instead random data loss. Overall,
we found that only 10,022 (0.12%) of the restored traces could
be matched. As call graphs with missing data generally appear
with that same missing data, our call graph set representations
would remain unaffected.

When reconstructing call graph sets on a file-by-file basis,
we did so based on the assumption that generally the total
time taken for all of the calls to occur for a trace was
in the order of milliseconds, which would mean that very
few traces would be split by overlapping different datafiles.
However, when analysing the first 24-hour period we found
that a small fraction of traces (0.009%) spanned more than
3 minutes. Whilst a small portion of these overlapping traces
could be attributed by traces being split across the two datafiles
(29.2%), the majority of these traces (70.3%) could not, and
were associated with message queue (MQ) RPC Types. When
investigating the total execution time of these MQ traces,
calculated as the difference between the root timestamp and
the final timestamp in the trace, we found that these MQ

traces had an average total execution time of just over 30
minutes, with the maximum total execution time being just
under 12 hours. The extreme timescale of these execution
times suggest that some message queues employ features that
schedule specific calls to be delayed rather than being a result
of message queue congestion. Furthermore, in very rare cases
(0.5%) we identified Trace IDs that had been used more
than once for different call graphs. Overall, we found that,
on average, 97% of all overlapping Trace IDs occur within
80 data files. Therefore, to address these inconsistencies in
our construction of call graph sets, we first preprocessed the
dataset to collect all Trace IDs that spanned more than a single
data file with a horizon of 80 files.

Our approach of representing call graphs as de-duplicated
and ordered vectors of MS call pairs has a few caveats for
the interpretation of results. Firstly, invocation order is not
preserved, meaning that two call graphs with the same calls
that occur in different orders would be considered identical.
However, the invocation order of MSs are not random as
they are based on underlying logic, and therefore two call
graphs that have identical MS invocations are likely to be very
similar in topological structure. Secondly, the number of times
a call occurs within a call graph is not considered in our set
representation. This means that two identical call graphs may
actually be different due to any number of permutations of
repeated calls. Overall, this means that the results provided
may somewhat underestimate the true variability.

The number of unique call graphs is measured in
millions and front-end functionality can be associated
with a large number of different call graphs: Based on
this analysis, we identified 79,737,924 unique call graph sets.
However, the median number of unique call graph sets per
service was 1, with 59% of Service IDs being associated with a
single call graph set. This is likely a result of sporadic non-user
facing functionality identified in Section that presents
with a limited number of calls. Nonetheless, a significant
portion of Service IDs still showed variability in their call
graphs, with a mean number of unique call graph sets per
service of 31, and a maximum number of unique call graph
sets of just over 3 million. These values are higher than found
in previous work at Alibaba [[11], however, these differences
may be explained by the use of graph learning and clustering,
grouping together graphs that demonstrate similarity in their
call graph structure.

Call graphs from the same service are not necessarily
similar in their MS calls: A high number of unique call graph
sets does not necessarily imply a high degree of call graph
variability per service, as each call graph may only display
small deviations in call patterns. Therefore, we further investi-
gated the average Jaccard similarity between call graph sets for
each front-end service that produced more than a single unique
call graph set. The distribution of similarities, considering the
frequency of each call graphs occurrence, shows a grouping of
high average similarities between 0.65 and 0.9, accounting for
52.8% of all services. On the other hand, we also found that
a substantial number of services (28.5%) demonstrated less



than 0.5 similarity between their call graph sets on average,
with 6.5% of service showing no similarity. Overall, call graph
sets produced by the same front-end service functionality only
share 60% of the same MS calls. As we account for the number
of times each call graph set occurred in our analysis, the cluster
of higher average similarities may be caused by the existence
of dominant call graph sets per service. This logically follows
from microservice design principles, where a given front-end
feature typically relies on a core set of microservice calls
with small deviations occurring due to conditional events or
alternatives in functionality.
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Fig. 16. Histogram displaying the dominant call graph ratio (blue) and
expected ratio if the probability of seeing each call graph was uniform (pink).
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Fig. 17. Histogram displaying the average Jaccard similarity between domi-
nant call graphs and non-dominant call graphs per service, for services with
a greater than 0.75 dominant graph ratio.

Front-end functionality often has a dominant call graph:
To further understand the prevalence of dominant call graphs,
we explored the proportion of the total call graph sets produced
by each service that matched the most commonly occurring
call graph. In a first analysis we found that there were a large
number of services (13.4%) that only produced two unique call

graphs each only appearing once, resulting in a spike of ratios
at 0.5. Such cases do not provide much valuable information
as to the prevalence of dominant call graphs and thus we
excluded them from the subsequent analysis. The resulting
distribution, shown in Figure [T6] reveals a significant skew of
the ratio of the dominant call graph set towards higher values
than would be expected if all call graph sets had an equally
likely probability to occurrence, with 82% of Service IDs
demonstrating higher ratios than the maximum possible ratio if
all call graphs were equally likely. This confirms that services
generally have a dominant call graph that disproportionally
occurs during service invocation, with rarer non-dominant call
graphs.

Non-dominant do not necessarily show high similarity
to the dominant call graph pattern of a front-end service’s
functionality: Subsequently, we sought to characterise the
level of similarity between dominant and non-dominant call
graphs. We focused our investigation on services with a
high prevalence of dominant call graphs (>0.75). For each
Service ID we found the average Jaccard similarity between
the dominant call graph set and all other call graph sets. The
resulting distribution, shown in Figure |17} reveals that non-
dominant call graphs show some similarity to non-dominant
call graphs, with an average Jaccard similarity of 0.6, meaning
that non-dominant call graphs shared 60% of calls. However,
we found that 35% of non-dominant call graphs share less
than 50% of the same calls, with 15% of non-dominant call
graphs demonstrating zero similarity with non-dominant call
graphs.

Overall, our findings extend previous observations of sig-
nificant variability in MS call graphs within large-scale MSAs
at both Alibaba and Meta [[11]], [[13]]. This illustrates that not
only are call graphs from the same front-end functionality
or service potentially highly variable, but non-dominant call
graphs can show high degrees of dissimilarity in the types of
MS calls involved. Furthermore, we note that the total number
of different call graphs produced by the wide array of front-
end service functionality included in the dataset is significant.

H. Heterogeneity Implications

Microservices can be multiplexed by a large variety of
other microservices and front-end functionality (Sections
IV-F). A common idea that has been employed by
many fault localisation and detection approaches is that the
behaviour of microservices is naturally correlated with the
usage of front-end applications. This concept has been utilised
to detect anomalies such as the deviation in the behaviour
of microservice KPIs and front-end SLO’s [57]], [58] and for
localising the root cause of faults by weighting analysis based
on the correlation of microservice metrics with front-end fault
patterns, such as increased end-to-end latency [33]], [36]], [37],
[59], [60]. However, our results suggest that the microservices
might be involved with providing functionality for potentially
thousands of front-end service functionalities. This inevitably
results in signal mixing as the observed behaviour of microser-
vices is the aggregate of many independent front-end service



functionality usage patterns. Without appropriate treatment
of such signal mixing, for instance through blind source
separation [61]], such approaches are likely to incorrectly detect
and misattribute faults.

Another commonly used approach for anomaly detection
from MS metric data is statistical threshold-based anomaly
detection, such as the use of the 3-Sigma rule [20], [[62[]-[64]]
or the extreme studentized deviate test [[65[], where data points
that deviate significantly beyond a determined threshold are
flagged as anomalous. However, such approaches often work
under the assumption of approximately normally distributed
data. Instead, our findings suggest that MSs can be multiplexed
by a very large array of potentially heterogeneous front-
end service functionality. This means that the resultant MS
metric time series may form a non-Gaussian mixture from the
aggregation of workloads with individual means and variance.
Additionally, the mixture of a workload from different front-
end services could lead to different tail behaviours than would
be predicted of a normal model and non-stationary signals
due to the dominance of different workloads at different time
periods. Overall, these characteristics could lead to increased
false alarms and decreased detection accuracy from such
approaches.

One set of popular approaches for leveraging distributed
tracing data for anomaly detection and localisation treat the
calls within traces as sequences of events [66]-[|68]]. Sequence-
learning approaches, such as recurrent neural networks, have
then been used to learn the normal sequences of calls be-
tween microservices. Such models can then be used to flag
anomalous calls that fall below some threshold of expected
next event. However, we found that MSs can have very
large out-degrees, in other words, a vast number of possible
next events. This can dramatically increase the amount of
training data required. Additionally, a dispersed probability
distribution over many potential next events could make such
approaches extremely sensitive to threshold parameters. Fur-
thermore, picking a one-size-fits-all threshold for the heavy-
tailed distribution of potential next events across different MSs
is likely to lead to unsatisfactory false negatives for MSs with
low out-degree and false positives for those with high out-
degree.

Large-scale MSAs generate many call graphs, with each
front-end function following a common structure but
sometimes producing rare, divergent ones: (Section

A common approach employed by many fault detection and
localisation approaches is to learn the structure of normal
system traces. For example, one set of approaches leverage
structural modelling to construct propagation graphs based
on the structure of normal tracing data [50], [[69]. However,
rare call graphs may be missing from historical data used to
construct these models, especially when considering the trace
sampling commonly employed in large-scale MSAs, leading
to incomplete models and unsatisfactory false positives at
runtime. An alternative popular approach is to use distance-
based clustering, such as through tree-edit distance, to group
historical traces based on their structure [[70], [[71]]. At runtime,

new traces are matched against these clusters, and any trace
that fails to match is flagged as anomalous. However, we
identified 79 million unique call graphs, making a pair-wise
structural distance calculation between these computationally
prohibitive. Furthermore, we found that unique call graphs,
even when from the same front-end functionality, can be
dissimilar, meaning that such an approach could produce
a large number of normal trace groupings. As each new
trace at runtime must be structurally compared to medoids
of these clusters, and on average this deployment receives
44 million front-end invocations per hour (Section [III-C]
the computational overhead of such approaches may once
again be prohibitive. Furthermore, similar to propagation graph
approaches, rare traces may not be captured in historical data,
and thus lead to unsatisfactory anomaly detection performance.
The spread of workload across microservices is highly
uneven (Section [IV-C).

Our findings, which corroborate previous findings [7]], [[11f],
suggest that focusing on more accurate workload prediction for
a small subset of high-demand MSs could yield higher than
expected returns in resource savings and SLA compliance.
Conversely, the vast majority of MSs, which receive very few
calls, may not justify the cost of developing and maintain-
ing sophisticated predictive scaling algorithms. This may be
particularly true for MSs that receive such a low amount of
workload that they are unlikely to need to scale at all, or
could do so efficiently based on more simplistic heuristic rules.
Overall, this invites future work on more tailored auto-scaling
strategies that focus on optimising prediction accuracy where
it matters most.

Microservice instances are deployed across a large number
of nodes and can be co-located with a large number of
different microservice instances (Section [[V-B).

Many approaches for anomaly detection and fault localisa-
tion within MSAs leverage distributed tracing data to capture
the direct relationships between MSs [16], [[17], [50], [60],
[62], [69], [72]]. However, in real-world MSAs, MS instances
are co-located on the same host to minimise resource under-
utilisation, as evidenced by our findings in Section Due
to this characteristic, anomalies can also propagate indirectly
between co-located MSs, that do not share a direct calling
relationship but share hardware, due to mechanisms such
as resource interference and contention [30]. Our findings
indicate that on average each MS is exposed to large numbers
of co-located MSs across its instances (See Section[[V-B). This
exposes MSs to a large degree of possible sources of complex
indirect fault propagation. As approaches that solely leverage
distributed traces cannot capture such faults, future research
must be carried out to explore the prevalence of such indirect
fault propagation, and how these failure conditions could
be incorporated into more comprehensive fault management
approaches.

V. DYNAMICITY

As discussed in Section MSAs provide flexibility and
resilience due to the loosely coupled nature of MS design.



However, this characteristic means that MSAs are inherently
dynamic. Whilst dependencies are fixed in underlying code,
at runtime, calls between MSs are transient, only occurring
based on a front-end request. Furthermore, the deployment of
MS instances is elastic, with instances being scaled up and
down in response to changes in demand and performance. In
addition to runtime MS dynamicity, the whole architecture is
prone to change as MSs are added, removed, and updated to
evolve the functionality of the system [53]. In this section, we
explore how this dynamicity manifests in the dataset.

A. Time-Varying Dependencies

g 10 s e
> e g
3 10’ L 30
E .-H‘ ‘I %n..\ "
(0] -1 N _
S 10 X 20
g !!'- t":::‘.'. '
< 10”7 e - 10
-0
0 1 2 3 4
10 10 10" 100 10

Static In-Degree

Fig. 18. Scatter plot of the average temporal in-degree against static aggregate
in-degree of MS, with the top 50 static in-degree MSs plotted in a differing
colour and the line of equality between average and static in-degree (red
dotted).
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Fig. 19. Scatter plot of the average temporal out-degree against static

aggregate out-degree of MS, with the top 50 static out-degree MSs plotted
in a differing colour and the line of equality between average and static in-
degree (red dotted).

A common perspective when discussing MSs within a MSA
is the overall dependency structure between MSs based on the

dependencies within the underlying code [13]], [73]], as we
have done in Section [II-D] [V-DI This view has been used
to investigate and understand MSA design and detect anti-
patterns [[8]. However, it fails to account for differences in
the behaviour of the system at runtime. Indeed, more recent
research has shown the value of investigating the temporal
behaviour of MSAs at runtime [9]], [12]. Still, little research
has been carried out to understand to what extent the temporal
behaviour of a MSA differs from the static view of the system.
As a first step to contributing to this question, we explored
the differences in time-varying degree of MSs at runtime by
ingesting the call dataset into Raphtory [74] as a temporal
graph database.
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Fig. 20. In-degree per hour time series for the 25™ highest ranked static
in-degree MS and the 26™ highest ranked static in-degree MS
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Fig. 21. Out-degree per hour time series for the 4™ highest ranked static
in-degree MS and the 5™ highest ranked static in-degree MS

Runtime dependencies can vary greatly from the static
view of the system:

To understand how much the static in- and out-degree
dependency views differ from the temporal views for MSs,
we first calculated the average temporal in- and out-degree for



each MS, sampled in 1 minute snapshots and then plotted these
against their corresponding static degrees from Section [[II-D
Our results indicate that the temporal degree of MSs at runtime
does not necessarily directly correspond to their degree in the
static view of the system, see Figures [I§][I9] For both in-
and out-degree, we found that, whilst the highest static degree
MSs tend to also have a high average degree, this relationship
quickly deteriorates. For example, the 26" highest static in-
degree MS actually only has the 4,809" highest average in-
degree. The discrepancy is even more apparent for out-degree,
with the 4" highest static out-degree MS only having the
19,774 highest out-degree and the 6™ highest static out-
degree MS having the 7,296™ highest average out-degree.

To understand the differences between microservice de-
pendencies at runtime that lead to these discrepancies, we
compared the runtime degrees of two of the notable outliers
mentioned previously for in and out degree, see Figure 21 and
@l respectively. In both cases, we found that, when compared
to the MS directly preceding it in static degree ranking, these
MS displayed much less regular changes in dependencies with
weak daily periodicity and a significantly lower number of
dependencies on a one minute basis at runtime. This suggests
that these MS are not involved in a large amount of system
functionalities on a moment-by-moment basis, but rather call,
or are called, by a large number of different MSs over time.
This inflates their in- or out-degree in the static view of the
system when compared to MSs that instead are consistently
involved with large number of MSs and functionalities at
runtime.

B. Horizontal Scaling
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Fig. 22. Time series of the number of deployed instances (blue) and the
number of instances normalised by each MS’s maximum number of instances
(pink).

A fundamental feature of MSAs is their ability to indepen-
dently scale the number of instances on a per-MS basis, known
as horizontal scaling. This scaling adds additional complexity
to MSAs, as instances can be ephemeral. Horizontal scaling
is also the primary domain of application for MS workload
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Fig. 23. Cumulative frequency of the number of times scaled over the 14
days per MS, with the lower and upper quartiles (gray dotted) and the median
(red dotted).

prediction research [7]]. However, the question remains as to
how horizontal scaling is handled in real-world, large-scale
MSAs, how much are MS actually scaled, and how beneficial
could workload prediction-based auto-scaling be?

The majority of MS do not horizontally scale:

As the resource data includes samples from all deployed
MS instances every minute, we use it to explore the changes
in the number of deployed instances per MS over the 14 days.
Of the 28,000 stateful MSs in the resource dataset, we found
that although there was a substantial fluctation in the total
number of deployed instances across the 14 days, see Figure
[22] the vast majority (76.9%) maintained the same number
of instances across the full 14 days, thus demonstrating no
horizontal scaling.

MS that scale do not generally do so in response to
daily fluctuations in demand: Of the remaining 33.1% of
MSs we found that only just over half of them (51.2%) scaled
more than twice over the 14 days (see Figure 23), suggesting
a low degree of daily scaling of MSs. Despite this low level
of overall scaling, we found that the average change in total
instances per 30 minutes was 502 instances, or 0.1% of the
total number of instances. This means that per day there was
a rough turnover of around 5% of total instances.

To determine daily periodicity, we extracted both time- and
frequency-domain features using the auto-correlation function
(ACF) and fast Fourier transform (FFT). Using the ACF, we
derived the ACF ratio by comparing the autocorrelation at a
24-hour lag to that of lag 1, providing a measure of the daily
cycle’s prominence relative to short-term correlations. Using
the FFT derived power spectrum, we calculated the power ratio
as a fraction of total spectral power concentrated at the 24-
hour frequency. These two features were used as predictors in a
Random Forest classifier trained on a manually labelled subset
(200 samples) of MSs to identify those exhibiting significant
24-hour periodic scaling. Using this approach, we identified
1,240 MSs that demonstrated strong daily periodicity, account-



ing for only 18.8% of all MSs that scale (i.e., 4.4% of all MS).

MS that scale daily can have a large change in the
number of instances: For those MSs that demonstrated strong
daily periodicity, we found that the average daily peak to
trough change in the number of instances per MS was 13,
meaning on average the minimum to maximum change in the
number of instances per MS was 43.1%.

Overall, these results demonstrate that the majority of MSs
do not appear to be scaled in a daily manner to match customer
demand. However, those MSs that are scaled demonstrate
significant changes in the number of instances across each
day, on average doubling the number of instances between
their lowest and highest scaled points.

C. Evolutionary Architecture
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Fig. 24. The number of microservices created (blue) or deprecated (pink) per
day.

The decoupled nature of microservices provides bounded
context, meaning that incremental changes can be made to
individual MSs without breaking an application. This has
allowed MSAs to fully embrace modern DevOps practices of
continuous integration and delivery, leading to an architecture
that grows and changes continuously [[13]], [53]. As Alibaba
did not provide information as to the creation and deprecation
of MSs, we investigate the extent to which the deployment
undergoes such evolution. For this, we used the resource data
due to its deterministic sampling of all deployed MS instances.

Churn occurs on a daily basis: To differentiate between
potential scale-to-zero or missing data and true deprecation
instances, we carried out two data processing steps. We first
identified every MS that had zero instances across the 14 days.
If a MS had never had any instances before, it was flagged as a
creation candidate. If a MS never regained any instances after,
it was flagged as a deprecation candidate. Next, to differentiate
between scale-to-zero cases that happen to occur at the start
and end of the dataset we further investigated candidates that
had more than a single period of zero instances. For each
of these candidates, the distribution of zero instance period
durations was calculated, and the candidate pre-creation or

post-deprecation period was compared to this distribution.
Only cases where the candidate period was greater than
3 standard deviations above the mean were considered as
genuine deprecation or creation events.

Results showed that across the 14 days, more MSs were
deprecated than created, with 64 new MSs created and 157
MSs deprecated. Whilst the number of MS creations and dep-
recations are comparatively small compared to the size of the
deployment, the number of new MSs added across two weeks
alone was greater than the total size of most experimental
testbeds (SocialNetwork - 26 MSs [75], MediaMicroservices
- 30 MSs [75]], TrainTicket - 68 MSs [27]], SockShop - 8 MSs
[29], HipsterShop - 10 MSs [28])).

Whilst we found more deprecation than creation events, up
until day 6, the number of creations and deprecations were
generally comparable before a significant jump in deprecations
and a slight decrease in creations was observed. This suggests
that the higher number of deprecations could be a result
of a short-term fluctuation, and the number of creation and
deprecation events may be more in equilibrium over a longer
timescale.

Alibaba and Meta have similar rates of MS churn:
When contrasting the number of MS creation and deprecation
events within the dataset to those found by Meta, we found
remarkably similar, albeit inverted, values with a median
number of MS creations at 5 and 12, and the median number
of deprecations at 10.5 and 4 per day for Meta and Alibaba,
respectively. The higher deprecation values relative to creation
for this dataset when compared to Meta’s may suggest that
this MSA, being significantly larger than that of Meta, is in
a lifecycle of consolidation and removal of unnecessary MS
bloat, whilst Meta is still in a period of growth. However, it
should be noted that Meta found significant jumps in creation
and deprecation across their longer period of study [13[] and
thus our findings across just 14 days may not accurately depict
the broader trend. Furthermore, the fact that the median values
found for both MSAs are of similar magnitudes, despite a
considerable difference in the total number of MSs (18,500 vs
28,000), suggests that the rate of growth of large-scale MSAs
may be independent of total size.

D. Dynamicity Implications

The static view of the system does not necessarily corre-
spond to runtime dependencies

The discrepancies found between the static dependency
view of the system and the temporal, runtime, view of the sys-
tem has several implications for research into MS anti-patterns
[8]]. Previous research has looked at the static dependency
structure of a MSA architecture, however, as we have found,
this view does not necessarily give accurate insights into
the dependency structure at runtime. Therefore, anti-patterns
found by applying graph measures to this static view [S§]]
could produce inaccurate results. Likewise, when attempting to
identify the importance of a MS based on its involvement with
system-wide functionality, the static view of the system may
not inform us as to whether this MS is actually involved with



that same functionality regularly at runtime. This reinforces
the need to pair analysis of static views of MS dependencies
with temporal views when performing network analysis on
MSAs.
Microservice architectures evolve significantly on a daily
basis:

Of all of the commonly used MS testbeds [26]—[29] only
one [76] includes versioning that evolves the functionality
of the deployment. This may explain why the evolution
of a MSA over time is not often a large consideration of
management approaches. As discussed previously, a popular
general approach for anomaly detection and localisation within
MSAs is to learn or model the normal behaviour of the
system through metric data [35[], [46], [S1], [62], [77]-[80]
and distributed tracing data [50]], [66]—[71]. However, our
findings in Section [V-C] in corroboration with Meta’s finding
[13] and known MSA design principles [53]], underscore that
MSAs are not stationary. As MSs are created, deprecated,
and updated, dependencies within the system are altered.
This inevitably leads to the creation of new, and alteration
of, call graphs produced by a MSA. Moreover, as existing
MSs are multiplexed by new MSs and potentially front-end
functionality, the normal behaviour of their associated metrics
can also be expected to change. Therefore, approaches that
model the normal behaviour of a MSA for fault management
based on historical data are expected to see a degradation in
performance due to concept drift over time without periodic
updating and retraining. Despite some promising mechanisms
to address MSA evolution, such as human-in-the-loop flagging
of MSA updates [68]] and transfer-learning [16]], the implica-
tion of system evolution on fault management approaches and
the additional overhead of frequent retraining is considerably
underappreciated in state-of-the-art research.

VI. SUMMARY OF RESEARCH IMPLICATIONS AND
TESTBED OPPORTUNITIES

As discussed in Sections [[TI-E} [[V-H} [V-D| many approaches

designed for aiding the management of MSAs often fail to
meet the challenges associated with large-scale MSAs. We
discussed how anagement approaches often fail to consider (i)
scalability in large-scale deployments (Section [[II-E), (ii) the
fact that MSs may be multiplexed by many other MSs and
front-end functionalities due to the core tenet of MS reuse
in MSAs (Section [[V-H)), (iii) the variability of call graphs
from the same front-end functionality (Section [[V-H), (iv) the
exposure of MSs to potential interference from co-habitation
and (v) adaptation to an evolving system

Many of the above limitations of current state-of-the-art
approaches appear to stem, at least in part, from limited access
to real-world MS deployments. The research testbeds that are
commonly used throughout the literature [26]-[29]] are not
sophisticated enough to capture the complexities of actual
deployments, especially large-scale deployments such as the
one studied here or Meta’s. Therefore, we join recent calls for
improved testbed realism [10], [13]. Our findings enable us
to identify several development opportunities that could help

testbeds to more accurately replicate real-world deployments,
as follows.

Expanding MSA functionality: MS testbeds are relatively
small, containing on the order of 10’s of MSs [26], [27] or
less [28]], [29]]. Furthermore, these deployments only comprise
a single application, such as a social network [26] or train
ticket ordering [27]], with limited front-end functionalities. On
the other hand, MSAs at Alibaba (Section [[II-B] and [[II-A) and
Meta [[13]] support many applications and front-end service
functionalities. As most testbeds are real small-scale MS
deployments, there is significant scope for the expansion of
their functionality by providing new application functionality
and subsequently increased MS scale.

Evolving user inputs and architecture: most MS testbeds
only provide a single version [26[|—[29], meaning that there are
limited opportunities for the kind of architectural evolution
that was found in this dataset and at Meta. This
underscores the need for continued development of testbed
functionality, which could naturally facilitate evolutionary
behaviours through versioning support. To simulate user be-
haviour, testbeds use workload generators. However, some of
these generators only produce stationary load [81]]. On the
other hand, user demand is in constant flux, as demonstrated
in our findings (Section {] The differing usage patterns of
distinct front-end services can cause variation in the behaviour
of a MSA, such as the prevalence of specific call graphs,
and thus dependencies at specific times (Section [V-C| [12])).
The processed Alibaba dataset released with this paper [82]]
includes the front-end service usage patterns over the full
14-day period. This data can easily be used with workload
generators that enable custom user behaviour [83]] to create
more realistic user usage patterns for testbeds.

Call graph variability: testbeds are generally too sim-
plistic in their provided functionality and number of MSs
to generate the wide degree of unique call graphs found
here (Section @ Furthermore, testbeds do not have scope
for extensive call graph variability from the same front-end
service functionality as identified here [T1]) and at
Meta [[13]. To represent this behaviour, the development of
testbeds is required to include mechanisms that are known
to create variable call graphs such as graceful degradation,
which provides alternative call paths under stress or failure
conditions, and caching limits that lead to data eviction.
Furthermore, front-end functionality can be designed with top-
down variability in mind, for example, by using conditional
user inputs that trigger alternative call paths.

VII. FUTURE WORK

In this paper, we have undertaken an extensive quantitative
exploration into a large-scale MSA released by Alibaba. Still,
because of the substantial amount of data produced by a
large-scale MSA, this investigation is far from exhaustive. Our
analysis raises many open questions that warrant future inves-
tigation. For instance, we found that the degree of MSs varies
in time (Section [V-A)), however, we did not investigate to what
extent other local dependency features change in time, nor if



the global topology changes throughout the day, as has been
explored in previous work [[12]]. Our analysis of call graph vari-
ability (Section[TV-G)) does not account for call graph structure,
potentially underestimating true variability. Therefore, future
work should assess how incorporating structure affects our
results. Our findings indicated that the MSs with the most
total calls, number of instances, and dependencies (Section
were generally not the same. There are aspects of this
dataset that we did not explore but may help to elucidate a link
between these groups, such as resource usage, performance
metrics, and call graph multiplexing. To encourage further
exploration from the community on this dataset, we have
released all code and processed version of the dataset used
in our analysis [82]].

In conclusion, our analysis has highlighted similarities and
differences between this Alibaba deployment and Meta’s, in-
cluding surprising similarities in global and local dependency
structures, MS inequality, and architectural evolution. How-
ever, this work only compares these characteristics between
two MSAs due to the limited release of datasets from com-
mercial entities. Therefore, we both call for future empirical
explorations of other enterprise-grade MSAs and for compa-
nies to release datasets from their MSAs to help build our
understanding of both common principles and idiosyncrasies
in these large-scale MSAs.
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