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Abstract—The increasingly challenging task of maintaining
power grid security requires innovative solutions. Novel ap-
proaches using reinforcement learning (RL) agents have been
proposed to help grid operators navigate the massive decision
space and nonlinear behavior of these complex networks. How-
ever, applying RL to power grid security assessment, specifically
for combinatorially troublesome contingency analysis problems,
has proven difficult to scale. The integration of quantum com-
puting into these RL frameworks helps scale by improving
computational efficiency and boosting agent proficiency by lever-
aging quantum advantages in action exploration and model-
based interdependence. To demonstrate a proof-of-concept use
of quantum computing for RL agent training and simulation,
we propose a hybrid agent that runs on quantum hardware
using IBM’s Qiskit Runtime. We also provide detailed insight
into the construction of parameterized quantum circuits (PQCs)
for generating relevant quantum output. This agent’s profi-
ciency at maintaining grid stability is demonstrated relative
to a benchmark model without quantum enhancement using
N — k contingency analysis. Additionally, we offer a comparative
assessment of the training procedures for RL models integrated
with a quantum backend.

Index Terms—Contingency analysis, parameterized quantum
circuits, quantum computing, reinforcement learning.

I. INTRODUCTION

Current quantum technology is limited to noisy
intermediate-scale quantum (NISQ) devices, which are
individually insufficient for controlling large-scale power
grids. However, by delegating quantum resources for
specialized tasks in conjunction with classical grid protection
frameworks, quantum computing can be relevant to power
system control in the near future.

In the past, classical RL has proven effective in smart grid
optimization efforts, as outlined in [1] for node control, as
well as in [2] and [3] for defending against cyber-physical
threats. Reference [4] provides an extensive review of machine
learning frameworks for grid security applications, highlight-
ing other approaches besides RL.

Previous work has also made initial attempts to leverage
quantum solutions for scalable power grid control frameworks.
Quantum computing can be applied to alleviate the compu-
tational burden of power system operation and planning as
discussed in [5]. This technology is extended explicitly to grid
security assessment in [6], including an N — 1 contingency
analysis. Tangential problems in power grid research are high-
lighted in [7], which discusses the use of quantum algorithms

for solving power flow problems, and in [8], which explores
the use of quantum computing to optimize the integration of
renewables in decarbonizing energy systems. Reference [9]
achieves a computational speedup of power grid reliability
assessment using a quantum framework rather than traditional
Monte-Carlo simulation.

Our motivation for integrating quantum with reinforcement
learning (RL) agents specifically pertains to recognizing and
mitigating catastrophic grid events. Reference [10] provides a
classical approach to grid attack detection using a stochastic
defense model. Some of the increasing complexities of modern
power system risk assessment are remedied using quantum
computing in [11]. We emphasize assessing the grid’s security
in cyberattack scenarios, similar to the contingency analysis
performed in [12] and [13], in which critical components (i.e.,
potential targets for malicious attacks) are identified. These
classical and quantum approaches to mitigating the impact of
extreme grid events prompt our contributions to maintaining
power grid stability. Our main contributions are summarized
as follows:

e A comparative analysis of several quantum-enhanced RL
procedures for agent training;

o Framework specifications for a hybrid quantum model
tuned for power grid security assessment; and

e N — k contingency screening analysis of the hybrid
quantum model.

The remainder of this paper is organized as follows: Section
II provides an overview of quantum RL applied to power grids.
Section III provides a comparative analysis of different training
procedures for efficient interaction with the quantum backend.
Section IV highlights our novel quantum-enhanced hybrid
agent model, with numerical results in Section V demon-
strating its performance. Finally, Section VI offers concluding
remarks and suggests future work.

II. QUANTUM REINFORCEMENT LEARNING

We now outline how quantum computing can be used for
analyzing power grid security through the interaction between
a quantum backend and an agent’s simulation environment.
We preface this description with some foundational remarks
on quantum computing.



A. Background

Rather than storing information in bits, as in classical
computing, quantum computing uses qubits to simultaneously
encode classical values, thereby utilizing the principle of
superposition. The quantum state of qubits may be altered
using various logical gates before being collapsed into a
classical outcome upon measurement.

Reference [14] further outlines the foundational behavior
of qubits, including the geometric representation of their state
space in a Bloch sphere. This work then proposes a quantum-
computing-based algorithm for NV —k grid contingency analy-
sis, focusing on efficiently and quickly solving the governing
power-flow equations for higher-order (k > 2) scenarios. We
uniquely apply this concept of quantum computing to the
training process of grid-based RL agents, while also achieving
heightened computational efficiency.

B. Simulation Environment

RTE France’s Grid20p framework [15] is used for training
and simulating RL agents for grid operation. This framework
uses a Markov decision process (MDP) to act in a given grid
environment, specifically a modified version of the IEEE 14-
bus test grid. As such, this work represents a unique applica-
tion of a quantum extension to classical MDPs as proposed
in [16]. At its core, Grid2Op facilitates the simulation of a
given RL agent in an evolving environment with stochastic
line loading, achieved through the iterative modification of
the action and observation spaces.

C. Quantum Backend

The simulation interacts with IBM quantum computers
using Qiskit Runtime [17], which facilitates communication
between the Qiskit software used in the agents’ training
procedures and quantum hardware. The training software
optimizes efficiency by querying all available IBM quantum
computers and using the least busy backend that is operational.
SamplerV2, a primitive of Qiskit Runtime, ran the specified
parameterized quantum circuit (PQC) 1,024 times each time
it was accessed to generate an averaged output from the
quantum hardware. The following subsection and Section
IV provide details on the operations performed using this
hardware, namely the construction of PQCs.

D. Parameterized Quantum Circuits

PQCs will be described more rigorously in Section IV, but
we offer here a brief description of the fundamentals of their
use. Reference [18] outlines the benefits that PQCs offer for
machine learning in various applications, namely the increased
expressivity they provide for models. Figure 1 shows a 4-qubit
circuit which uses rotational gates in an Ry — Rz ordering
to encode a change of basis to the superimposed qubits and
facilitate full traversal of the Bloch sphere as described in (4a).

Some initial testing was performed with this relatively basic
circuit. However, since it does not utilize the principles of
entanglement and superposition, this circuit falls short of the
most notable advantages of quantum computing. To remedy
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Fig. 1. The four-qubit parameterized quantum circuit with only rotational

gates included.

this shortcoming, Hadamard and controlled-NOT (CNOT)
gates were added to the circuit as seen in Fig. 2. Section
IV again describes the use of these gates for the context of
this work in more detail, and their definitions are discussed
extensively in [19].

v (60) | Rz (00 |

w —{H} R
o —[iHE
@ —{H} Ry (0) FH Rz(02) |
as —{ ] Ry (62) - Rz (69)|

Fig. 2. The four-qubit parameterized quantum circuit used for testing the
hybrid quantum model.
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III. QUANTUM TRAINING PROCEDURES

In this section, we describe the training procedures that
govern the interactions between the quantum backend and
the simulation environment described in Section II. We em-
phasize comparing the computational efficiency and other
advantages of three quantum-enhanced procedures: iterative
training, cached training, and hybrid training.

A. Iterative Training

The iterative training procedure executes the PQC at every
training step, thus fully leveraging the advantages of height-
ened expressibility and interdependence modeling. However,
reconstructing and executing policy updates using the PQC
and transitioning from the quantum backend to the simulation
environment at every training step is relatively inefficient.
Latency is introduced due to the hardware being accessed and
vacated iteratively. For large data sets, these frequent calls
using Qiskit Runtime can be computationally expensive. These
considerations motivate a caching process so that the backend
is not accessed for every policy update.

B. Cached Training

To maximize the efficiency of the quantum training process,
a cached training procedure may be used. In this procedure, the
PQC is called just once before the quantum output is cached



for use throughout the classical portion of the training. In this
case, the quantum output,

Xquantum = [(1_U) (b(l‘)—FU?“] 1y, (1)

is defined from the result of evaluating the PQC, denoted
¢(x), with the cached scalar r being stored after ¢(x) is first
evaluated. Here, v € {0, 1} is a validity flag for caching and h
is the feature dimension. This mitigates the issues of latency
and computational expense in the iterative procedure, but fails
to provide a significant advantage over traditional RL methods
due to the relatively minor contribution from the PQC.
C. Hybrid Training

To balance the efficiency offered by the cached model with
the representational power of the iterative model, we finally
propose a hybrid training procedure. This procedure caches the
quantum circuit output for speed and flexibility, but refreshes
after every S € N training steps. This combination of caching
and iterative procedures is described visually in Fig. 3.

The hybrid training is the basis for the framework described
in Section IV, with the hybrid quantum output, Xguantum,
defined in detail in (9).

IV. PROPOSED FRAMEWORK

Initial testing was performed on all three of the previously
listed training procedures. However, in this section and Section
V, we will specifically outline the proposed training frame-
work and simulation results for the hybrid training procedure
only. The hybrid model was chosen since it balances training
efficiency and effective grid management across the tested sce-
narios. Note that the framework described here interacts with
the pandapower [20] backend for the Grid20p framework
to solve power flow using the Newton-Raphson method, as
well as the IBM Quantum Backend as described in Section II.
Specific model dimensions are provided in the hyperparameter
tables, but the framework discussed in this section is generally
applicable to any grid environment.

A. Feature Extraction

To train the hybrid model using RL, the agent must extract
relevant features from the environment to act upon. The extrac-
tion process uses graph convolutional neural networks (GCNs)
to dynamically resize the observation space for interaction with
PQCs. We model the grid as a graph, G = (V, &), where
V represents the nodes (buses) and £ C V x V is the set
of edges (transmission lines). Using the GCN convolution
function described in [21] as Conv; for layer index ¢, feature
extraction is defined as

L; = ReLU(Convy (Xobs; £)) € RIVIXA1,
Ly = ReLU(Convy(Lq, £)) € RIVIxh2

(2a)
(2b)

where X is the observation vector with dimension d; and hq
and hy are the dimensions of hidden layers 1 and 2, respec-
tively. To facilitate generalization of the model across different
grid environments, mean pooling is applied to produce output
vector Xgen. The hyperparameters used for the GCN feature
extraction process are given in Table I.

TABLE I
GCN HYPERPARAMETERS

Specification Parameter Input Output Activation
Hidden Layer 1 64 64 ReLU

Model Architecture  Hidden Layer 2 64 128 ReLU
Mean Pooling 128 128 —

Quantum Layer PQC Output — 128 —

B. Quantum Enhancement

We now outline the use of PQCs to produce an output
VECHOT, Xquanwm, 1.€., the output of the PQC given in Fig. 2.
Here, we describe the functionality of the quantum gates
involved. First, each of the n qubits used (n = 4 for this proof-
of-concept case) is initialized in superposition via a Hadamard
operation

1 n
7 > ) =19, 3)

1€(0,1)™

) =

where 1 is the quantum state of the circuit’s output. This
facilitates quantum interference throughout the following op-
erations, a key advantage of this quantum enhancement. Since
this is a tensor product of |+), we proceed to apply rotational
gates over all n of those qubit states, defined using the unitary
operator U on input parameters & € R?" from the GCN
(indexed by j)

Uj(0) = Rz(0j4xn) - Ry (6;) - H, (4a)

Uencoding(e) - ® Uj (0), (4b)
j=1

|¢encoding> = Uencoding(e) |0>®n 5 (4C)

in which Ry and Ry rotate the input around the Bloch
sphere’s y and z axes, respectively. Before measurement,
the qubits are entangled using CNOT gates, which introduce
interdependency among the parameters. This CNOT chain
generates an entanglement operator defined as

n—2

Ueniangie = | | CNOT (g, i 11), 5)
k=1

for qubits denoted by g. This results in the final quantum state,
We) = Uemangle : Uencoding(a) ‘0>®n 5 (6)

which is embedded in the expectation value of observable
Z%™ as (1pg| Z®™ |1hg). This expectation value, similar to the
theoretical expectation described in [22], is represented by the
estimator,

Eo[Z®"] = (~1)"®) - p, € [-1,1], (7)

z

where w, is the Hamming weight of the possible quantum
measurement z; and p, is a probability distribution for empir-
ically observing z denoted by

p, = Pr(z) for z € {0,1}". ®
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Fig. 3. Flowchart showing the hybrid training procedure and its interaction with the quantum backend.

Then, we finally obtain the quantum feature vector,

Eg +1
Xquantum = |:( 62 ) (3j - y) + $:| 1y, € Rh2> )

by broadcasting the rescaled quantum value across the dimen-
sion of hy from the GCN (for a target range of [z, y]). Thus, we
produce an output Vector, Xquanwm, Which, when concatenated
with XgceN, produces an action vector,

Xaction — (XGCNHXquantum) € Rth’ (10)

for the agent’s reinforcement learning. This action vector
now concisely defines features derived from both the grid’s
topology and the extracted values of the PQC to better model
the interdependence of grid features.

C. Reward Function

Since the reward function is arbitrary and does not directly
contribute to the PQC’s functionality, we will not outline it in
detail here. However, the reward function used for the results
given in Section V is defined by

Fy=Fs+ F, + F. + Fa, (1)

where F is a survival bonus; F, is an overload penalty; F
is a change-of-topology penalty; and Fj, is an action penalty
at a given time step .

D. Proximal Policy Optimization

The model learns using the proximal policy optimization
(PPO) algorithm described in [23]. The PPO gradient step loss
at training step ¢ is given by

L=E, [min(rt(ﬂ)le\t, clip(r¢(0),1 —€,1+ 6)247 (12)

where the action vector, Xaction, 1 incorporated into probability
ratio, (@), and the reward factors into the advantage function

estimate ﬁt. The hyperparameters listed in Table II outline
the training specifications for PPO interacting with the GCN.
These specifications along with (12) provide stability as the

TABLE 11
PPO TRAINING SPECIFICATIONS

Parameter Value
Gamma 0.99
Lambda 0.98
Learning Rate 10—4
Entropy Coefficient 103
Value Function Coefficient 0.4

policy improves during training. Note that PPO’s incorporation
within Grid2Op is made possible using OpenAl’s Gymnasium
API [24] and the Stable-Baselines3 library [25].

E. Contingency Analysis

N — k contingency analysis is used to assess the agent’s
ability to maintain the stability of the grid. This common
form of power system security assessment determines the
risk of cascading failures and eventual blackout conditions
following the initial outage of k transmission lines. Simulating
across contingency scenarios provides a variety of insights into
the proficiency of the quantum-enhanced RL agent relative
to a benchmark. The comparative performance of agents is
measured by the steps survived, reward, and cascading failures,
which will be aggregated across all sets of £ failures from (],\j )
combinations.

F. Opponent

Agent simulation is supplemented by a malleable opponent
actor, allowing it to reflect various scenarios. We have tested
against a variety of opponents to more closely model specific
events, such as natural disasters or counterattacks, in which



the opponent may also use an RL policy to act intelligently.
We highlight here the opponent used to generate the results
in Section V. The opponent is given an attack budget B € N
denoting the maximum total number of lines which it can
attack and an attack interval 7 such that the opponent may
attack up to m lines at time step ¢ when

t modT=0and B > 0. (13)

When attacking the environment, the agent prioritizes the
targeting of stressed components, i.e., opponents with high
line loading ratio, p;(t), by solving

max Zpi(t) s.t. |8 < B,
1€S:

(14)

where S; C L is defined as the top m transmission lines £
which may be attacked, ranked by their respective p;(t). The
inclusion of this opponent results in additional stress on both
the quantum-enhanced agent and the benchmark agent during
the simulation process, better demonstrating their effectiveness
against severe grid conditions.

V. NUMERICAL RESULTS

This section outlines the numerical results of the hybrid
quantum agent, denoted Quantum Agent, in an N — k con-
tingency screening security assessment. These results are pre-
sented in comparison to an RL model that does not incorporate
our hybrid quantum framework but follows the same training
and contingency screening procedure otherwise. This model is
denoted as Benchmark henceforth.

TABLE III
AVERAGE TIME STEPS SURVIVED (WITH A 100-STEP LIMIT) ACROSS
ALL CONTINGENCIES

Number of Initial Failures (k)
Case k=2 k=3 k=4
Quantum Agent 98.95 99.04 99.11
Benchmark 28.10 20.07 10.55

The results given in Table III show the significant profi-
ciency with which the Quantum Agent acts upon the en-
vironment to maximize grid survival time relative to the
Benchmark. This comparative performance is visualized in
Fig. 4 across N — 2 contingencies, and highlights the ability
of the Quantum Agent to avoid blackout conditions for all
100 time steps in almost every contingency scenario. The
extremely rare cases in which the Quantum Agent could
not avoid blackouts were governed by grid-specific initial
conditions. This further demonstrates the value of assessing
quantum-enhanced RL agents using contingency screening, as
critical line combinations may be indicated. Note that these
tests included the opponent actor described in Section IV along
with a 20% increase in line loading to accentuate the agent’s
relative performance in extreme conditions.

Figure 5 highlights the cumulative reward for the Quantum
Agent and Benchmark in each N — 2 contingency set. This
reward encapsulates the proficiency of the Quantum Agent
in maintaining stability. It thus signifies its heightened ability

Steps Survived: N-2 Contingencies (With Opponent, 20% Loading)
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Fig. 4. Time steps survived for the Quantum Agent and Benchmark cases
per N — 2 contingency set.

to avoid line overloads, frequent topology changes, and other
factors that contribute to avoiding blackout conditions. The
gap in proficiency at maintaining stability becomes even more
pronounced with more extreme conditions, as is evident by
the results in Table III for £ = 3 and k& = 4.
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Fig. 5. Cumulative reward for the Quantum Agent and Benchmark for the
N — 2 contingency set.

It is interesting to note a key factor in the Quantum Agent
outperforming the Benchmark is the avoidance of cascading
failures which results from its ability to better model correlated
features and explore the action space more effectively. These
quantum advantages help it maintain a stable line loading ratio,
which is crucial for minimizing the threat of cascades. While
these cascades were virtually nonexistent in the Quantum
Agent contingency screening, they were quite prevalent in the
Benchmark screening. Figure 6 provides the relative frequency
of the number of cascades before blackout conditions were
reached.

Note that avoiding cascading failures comes at the risk of a
(near-)immediate grid failure. Thus, when any agent is trained
with the goal of minimizing the number of cascades, this
conflicts with the objective of maintaining survival time and
can quickly lead to blackout conditions. This seemed to occur
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Fig. 6. Heatmap outlining the relative frequency of cascading failure counts
in the Benchmark test for the N — 3 contingency set.

in the rare cases where the Quantum Agent failed to survive
all 100 time steps, and rectifying this issue is an immediate
goal for future work.

VI. CONCLUSION

We have introduced a quantum-enhanced RL agent model
for proficient grid stabilization during catastrophic events.
Moreover, our hybrid training procedure demonstrates in-
creased efficiency for an RL agent simulation environment
interacting with a quantum backend. This work highlights the
promise of quantum computing for power systems applications
on NISQ devices and fosters optimism for the future of
quantum machine learning models for grid control. The agent’s
performance relative to the benchmark model highlights the
advantages of quantum-enhanced RL models in atypical and
extreme conditions (e.g., kK > 2 with an opponent actor and
additional line loading). Thus, this model can act as a risk
mitigation strategy amid growing concerns about cyberattacks
and natural disasters.

Since the hybrid training procedure facilitated an efficient
training process, we aim to scale the contingency analysis
simulation to larger power grid test cases. Additionally, we
hope to further optimize training adaptability through dynamic
PQC construction, which allows for circuit modification during
training to adapt to the state of the problem.

Future work will need to determine how quantum computing
can be applied beyond its current highly specialized role in
agent training to make large-scale network control feasible
through computational speedup. While the practical limitations
of NISQ devices make this degree of scaling difficult, we hope
that further optimization and tuning of this framework will
eventually make extensive quantum integration with the grid
a practical reality.
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