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Abstract

We study the problem of sensor scheduling for an intrusion detection task. We model this as a
2-player zero-sum game over a graph, where the defender (Player 1) seeks to identify the optimal
strategy for scheduling sensor orientations to minimize the probability of missed detection at
minimal cost, while the intruder (Player 2) aims to identify the optimal path selection strategy
to maximize missed detection probability at minimal cost. The defender’s strategy space grows
exponentially with the number of sensors, making direct computation of the Nash Equilibrium
(NE) strategies computationally expensive. To tackle this, we propose a distributed variant
of the Weighted Majority algorithm that exploits the structure of the game’s payoff matrix,
enabling efficient computation of the NE strategies with provable convergence guarantees. Next,
we consider a more challenging scenario where the defender lacks knowledge of the true sensor
models and, consequently, the game’s payoff matrix. For this setting, we develop online learning
algorithms that leverage bandit feedback from sensors to estimate the NE strategies. By building
on existing results from perturbation theory and online learning in matrix games, we derive high-
probability order-optimal regret bounds for our algorithms. Finally, through simulations, we
demonstrate the empirical performance of our proposed algorithms in both known and unknown
payoff scenarios.
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1 Introduction

In the modern landscape of security and surveillance, efficient deployment and scheduling of sensors
is critical in ensuring comprehensive monitoring and intrusion detection [1,2]. In managing sensing
resources, the challenge involves not only their placement [3-5], but also dynamically scheduling
their orientations to maximize detection efficiency while minimizing resource usage and opera-
tional costs [6]. Traditionally, sensor scheduling has been approached through various optimization
techniques, yet these methods often fall short in adversarial settings where an intelligent intruder
(non-oblivious) can actively attempt to evade detection. In such scenarios, game theory offers a
robust framework for modeling and solving the intricate interactions between the defending sys-
tem and the intruding adversary [7,8]. Furthermore, the defending system may not have accurate
knowledge of sensor performance due to the inherent complexity of modeling certain sensors, such
as cameras, or the lack of prior knowledge about detection probabilities. These uncertainties lead
to discrepancies between the simulated and real-world game dynamics, requiring the defending
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system to learn the true game online, and adaptively refine strategies using feedback from sensors
to ensure effective detection and maintain performance despite the model uncertainties.

1.1 Related Work

In this section, we review existing works on security games, methods for solving large-scale games,
and online learning in games, highlighting how these approaches relate to our contributions.
Security Games: Many works in the literature have modeled security resource allocation tasks
using the Stackelberg game framework [9,10]. In [11], the authors model a patrolling task to protect
airports from attackers as a Stackelberg game, where the defender commits to a mixed strategy
for allocating patrolling resources and the attacker best-responds with a pure attack strategy.
However, we consider the setting where both the players commit to mixed-strategies, and operate
under concurrent decision-making conditions. Since neither of the players can anticipate or respond
to the other’s exact strategy in real-time, the Stackelberg and Nash equilibria are equivalent in our
game setting [12].

Solving Large Games: A line of work focuses on developing efficient techniques for approximately
solving games with large strategy spaces [13-15]. [16] introduce an iterative structure-learning
approach to search for approximate solutions of many-player games. In [17] and [18], the authors
study team-adversary games with combinatorial action spaces and propose a counterfactual regret
minimization framework for learning individual strategies. Along the lines of these works, we
propose a distributed variant of the well-known Weighted Majority algorithm (proposed in [19])
which leverages the structure in the game’s payoff function, to efficiently and iteratively estimate
the NE, and establish convergence guarantees.

Online Learning in Games: In [20], the authors study online learning in periodic zero-sum
games and establish guarantees for convergence to equilibrium strategies. The authors of [21]
study online learning in 2 x 2 zero-sum games and provide convergence guarantees for gradient
descent dynamics. However, for a general class of zero-sum games, the dynamics of the equilibrium
strategies generated by the learning process can be very intricate and instances may fail to converge
[22,23]. Two closest papers to our work on learning in matrix games with bandit feedback are: [24]
- where the authors propose a UCB style algorithm for no-regret learning in matrix games; and [25]
- where the authors present an adaptation of online mirror descent algorithm with last-iterate
convergence rates. The key distinction of our work is the application to the intrusion detection
setting, where we exploit the combinatorial structure of the game matrix arising from sensor and
path configurations to establish tighter regret bounds and faster convergence guarantees.

1.2 Contributions

We begin by modeling the sensor scheduling task as a zero-sum matrix game. First, we propose a
distributed variant of the Weighted Majority algorithm that leverages the structure of the game’s
payoff matrix to efficiently compute NE strategies, even in exponentially large strategy spaces,
with provable convergence guarantees. Second, recognizing that the defender may lack accurate
knowledge of the true sensor models and hence the game’s payoff matrix, we develop online learning
algorithms that rely on bandit feedback from the sensors to adaptively estimate the game matrix
and refine the defender’s sensor scheduling strategies. By building on results from perturbation
theory and online learning in matrix games, we derive high-probability order-optimal regret bounds
for these algorithms. Finally, we demonstrate the empirical performance of our methods through
numerical simulations, for both known and unknown payoff scenarios.



2 Problem Formulation

We model the game environment as a graph G = (N, E), where the set of nodes N denotes the
regions of an environment, and the set of edges E denotes the possible transitions for the intruder
between the regions. Let S = {s1,...,s,}, with |S| = p, denote the set of sensors deployed on
a subset of nodes in the graph. Each sensor has d possible orientations, © = {61,...,04}, with
|©| = d. Let ¢] € R be the cost of orienting the sensor s, € S in the direction 5, € ©. Each sensor
covers a subset of nodes in the graph depending on its orientation, which may not be restricted
to its neighboring nodes. Let I = {iy,i2,...,in},m = |I|, denote the set of joint strategies of
the defender, i.e., a set of all possible sensor orientations, and let {cy,ca,...,¢,} be the costs
associated with each joint strategy. The cost ¢; of a joint strategy i € I is the sum of the individual
costs associated with each sensor orientation in that strategy, i.e., ¢; = p ck , where kg ; is
the orientation of sensor s, in the joint strategy ¢. We note that the number of Jomt strategies is

= |©|!8!, which is exponential in the number of sensors. We assume that the intruder starts at
a source node S and aims to reach a terminal node T in the graph, and has a finite set of possible
paths which it can take. We denote this by J = {j1,72,..-,Jn},n = |J|, which is the set of pure
strategies (paths) of the intruder, and let {ry,rs,...,7,},7; € R>0, be the associated costs of the
respective paths. Let X and Y denote the set of mixed-strategies for the defender and intruder,
respectively. We have the following;:

X:{QSGRM;Z:EZ':L:EZO};Y: yGR”;Zyjzl,yZO . (1)
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Each sensor s; € & has a probability of detection pgesect,q- Specifically, if the intruder traverses
through a node which is covered by a sensor s, it will be detected by that sensor with a probability
Ddetect,q» and will go undetected by that sensor with probability (1 — pgetect,q). We now make the
following assumption on the sensor models.

Assumption 1: The sensors are imperfect with paetect.q € [Pmin.gs Pmaz,q), Where 0 < ppin ¢ <
Pmaz,qg < 1,q =1, ...,p. Furthermore, a detection event from a sensor s, is independent of detection
events from other sensors in S\ {s,}.

The goal of the defender is to minimize the probability of not detecting the intruder. If a
certain node is covered by multiple sensors and the intruder has traversed that node, then the
overall probability of missed detection at that node is the product of the probability of missed
detection of all the sensors covering that node. For a scheduling strategy ¢ € I and a path j € J,
let VZZ be the number of nodes that are covered by the sensor s, in the orientation strategy i € I
and contained in the intruder’s path j € J. The overall probability of missed detection is given by:

va

pmzss { ] — Pdetect q ij' (2)
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We consider the additive log-likelihood representation for the probability of missed detection (as
multiplicative operations in (2) can lead to underflow and numerical instability), given by

IOg(pmzss { ] Z q lOg pdetect,q)- (3)



Let A, B € R™*™ denote the payoff matrices for the defender and intruder, respectively. The
payoff values for a pure strategy pair (i,j) for the defender and intruder are given by A;; =
log(pmiss(4,7)) + ¢; and Bjj = —10g(Pmiss(i,7)) + rj, respectively. The defender plays = € X, the
intruder plays y € Y, and they receive payoffs " Ay and, = " By respectively. The defender aims to
find the mixed strategy x* that minimizes the expected value of its payoff, given the mixed strategy
y of the intruder, i.e., the defender aims to solve the following optimization problem:

z* = argminz ' Ay. (4)
zeX

Similarly, given the mixed strategy x of the defender, the intruder aims to solve the following:

Y= argel?/in 2" By. (5)
y

This will form a bimatrix game which we denote by the tuple: G = {A, B}. Note that G is a
non-zero sum game, since A + B # 0 in general. A bimatrix game G := {A, B} is zero-sum if
A+ B = 0. The solution to a zero-sum game, i.e., the Nash equilibrium strategies (z*,y*), can be
obtained by solving the nested min-max optimization problem below:

(z*,y*) € argmin argmax z ' Ay. (6)
zeX yey

Definition 1 (Nash Equilibrium). A pair of mized-strategies (x*,y*) is a Nash Equilibrium of the
zero-sum game A if 2T Ay* < xT Ay* and 2*T Ay* > 2*T Ay, Ve € X,Vy €Y.

Consider the following G’ := {4’, B'}, where matrices A" and B’ are such that

A;j = Aij — rj; Bz(j = Bij — C;. (7)
Based on the results presented in Section 2.1 of [26], we have the following result that characterizes
the equilibrium property of G’. All detailed proofs supporting our theoretical results are deferred
to Appendix B.

Proposition 2. The game G' := {A’, B'} is zero-sum and has the same set of Nash Equilibria as

g.

We consider the setting in which the defender has knowledge of ¢;’s and r;’s for all i € I and
j € J. However, the defender may not know the sensor detection probabilities pgesect, consequently
the game payoff matrix A, accurately. Proposition 2 also implies that an e-NE! of (A, B) is also
an e-NE for the original game (A, B). With a slight abuse of notation, we will denote the modified
game (which is zero-sum) by G, which can be completely specified by the payoff matrix A, where
Ayj = log(pmiss(i,J)) + ¢i — ;.

Remark 3. We assume that the entries of A are bounded in [0,1]. If this is not the case, we
normalize A using its mazimum and minimum values, Ay, = min; j A;; and Aye, = max; j A;j,
respectively. This normalization preserves the Nash equilibrium strategies, as scaling and shifting
the payoffs affect only the game’s value, not the equilibrium strategies themselves. Additionally,
we note that an e-NE of the normalized game is an ¢ -NE of the un-normalized game, where ¢ =
(Amaz — Amin)€. Therefore, it is sufficient to restrict all analysis to the normalized zero-sum game,
as it fully captures the essential properties and results of the original game.

LA pair of strategies (¢/,y') is a «NE of Aif 2T Ay’ <2’ T Ay+eand 2’ TAy >z Ay — ¢, Vz € X,Vy €Y.



3 Distributed Weighted Majority Algorithm

In this section, we propose a fast and scalable algorithm which leverages the structure of the
game matrix A for efficiently solving for the NE strategies. For a moderate number of strategies,
the min-max optimization problem in (6) can be solved to compute the NE strategies using a
bi-level Linear Programming (LP) formulation [27]. However, for the sensor scheduling problem
considered in this paper, the defender has an exponentially sized set of scheduling strategies. For
example, if d = |©| = 4 (i.e., each sensor has 4 possible orientations) and |S| = 10 (i.e., there
are 10 sensors), then |I| = 4!% = 1,048,576. Solving for the exact NE using an LP can become
computationally intractable due to a large number of variables and constraints. To this end, we
present the Distributed Weighted Majority (DWM) algorithm (Algorithm 1), a variant of the
Weighted Magjority (WM) algorithm originally developed by [19]. The DWM algorithm leverages
the structure of the game to perform multiplicative weight updates locally for each sensor, which
will then be aggregated to estimate the joint scheduling strategy for the defender.

First, we define the set of sub-game payoff matrices A = {A', A% ... AP}, where A9 ¢ R¥¥"
corresponds to sensor s, € S, given by

AZj = quj x 108(1 — Pdetect,q) + €1 (®)

where Vk‘? contains all the nodes that are covered by the sensor s, oriented in the direction 6 and
contained in the intruder path j. At each iteration ¢ and for each sensor s, € S, we maintain
a set of weights of € RY, where d = |©|, which are proportional to the likelihood of selecting
different orientations for the sensor. The joint sensor scheduling strategy i € I can be denoted as
i = [k1i, k2, .. kpi], where kq; € {01,...,64} is the orientation of the sensor s, € S in the joint
strategy ¢ € I. We update the weights for each joint strategy ¢ € I as follows:

wi(i) = [ of (kqa). (9)
q=1

where o (k) is the weight assigned to the orientation 6}, for the sensor s, in the joint strategy

i € I. At each iteration ¢, the weights of(k,;) are updated using the multiplicative rule in (11)
using a learning rate 3 € (0,1) and the loss per sensor (s, € S) for each individual strategy 6, € ©,
denoted as ¢} (), given by

G0 =3 AL y() }9 S ). (10)
jeJ JjeJ

Based on the results in Sections 2.4 and 2.5 of [28], we have the following theoretical guarantees
for Algorithm 1.

Theorem 4. Let {x1,...,z7} and {y1,...,yr} be the mized strategies returned by Algorithm 1 after

-1
T iterations with 3 = <1 + \/W> , where L > min;ey Zthl ZZ=1 01(0y). Letz = % Zthl Xy

and § = %Zthl yi. Then, T and § are valid mized-strategies for the two players, respectively. The
pair (Z,y) approzimates the game’s Nash Equilibrium value within ep, given by

2L|S|In|©
\/ 2L|S|in| |+|S|ln|@|' 12)

T T

€T =



Algorithm 1: Distributed Weighted Majority (DWM) Algorithm

Data: Intrusion Detection Game G, Parameter g € (0, 1), Number of Iterations 7'
Result: Mixed-strategies: {z1,...,x7},{y1,...,y7r}
Initialize: ol(6x) = 1/|0|,k =1, ..., |O; wo(i) = 1/|I],i =1,....m
fort=1,...,7 do
5 . N wt(z) .
Compute defender’s mixed-strategy x(i) = m,\m el

Estimate intruder’s mixed-strategy y; = maxyey z) Ay
Compute per sensor loss £{(+) as in Equation (10)
Update weights for each sensor

O-g-i-l(kq,i) :Ug(kq,i)/ﬁgg(ek); k= 177‘9‘7q: 17"'7p (11)

Update joint strategy weights: w41 (i) = ngl of 1 (kgi),Viel
end

L in Theorem 4 is an upper bound on the sum of losses over T iterations, which can be naively
bounded by T'. For a desired approximation €, running Algorithm 1 for T iterations (where T' can
be computed using (12)), with the specified learning rate 3, will yield an e-NE strategy (Z, 7).

Remark 5. The DWM algorithm (Algorithm 1) exploits the additive structure of the game’s payoff
function, achieving a substantial computational advantage by performing only O(|S||©]) multiplica-
tive updates in parallel (i.e., O(|O©|) updates for each sensor s € S in parallel), to estimate the
NE strategy for the defender. In contrast, directly applying the WM algorithm requires O(|0|1S])
updates, which cannot be parallelized, making DWM far more efficient for large-scale instances.
Furthermore, in Line 2 of Algorithm 1, we estimate the intruder’s mized strategy y: by solving
a standard LP, as the intruder’s strategy space is significantly smaller than that of the defender
(n << m). However, if the intruder’s strategy space is also large, the multiplicative weight up-
date rule can be applied to update y;. This approach, however, results in a significantly slower
convergence rate compared to a single player using the multiplicative weight update.

4 Online Learning and Adaptation for Unknown Sensor Models

In this section, we extend our study of the sensor scheduling problem to scenarios where the defender
lacks knowledge of the true sensor models and, consequently, the game’s payoff matrix. We present
online learning algorithms with performance guarantees for both homogenous and heterogeneous
sensor settings, for refining the defender’s strategies based on bandit feedback.

Since the defender does not have accurate knowledge of the game’s payoff, it maintains an
estimate of the game matrix, which is updated iteratively using feedback from sensor observations.
At each time step t, the defender computes a mixed strategy z; € X for scheduling sensors,
based on its current estimate of the game matrix. The defender and intruder play pure strategies
(i¢, j¢), sampled from their mixed-strategy distributions (z¢, y;) respectively. The defender receives
feedback from the sensors monitoring the intruder’s path, indicating whether or not the intruder
was detected.



We will first consider the setting with homogenous sensors, where the game matrix A can be
parametrized by a single (unknown) Bernoulli distribution with parameter pgeect. As a result, the
game matrix can now be defined as A;; = Vj;log (1 — pgetect) + ¢i — rj, where V;; = 5:1 Vlg

We define F; = ((i1,j1),- - -, (i, j¢)) to be the sequence of observations available to the player at
round t. Two aspects of this problem distinguish it from other setups considered in the literature
( [22-24]). Firstly, the defender receives the pure strategy played by the intruder (j;) as feedback
(as opposed to y;), and secondly, the intruder does not have accurate knowledge of the game
payoff function/matrix. Additionally, our setting is different from the one considered in [24], where
the players receive a noisy feedback of the payoff, and the noise process is assumed to be 1-sub-
Gaussian with a zero mean. At each time step ¢, the defender updates its estimate of pf,.., of
the true parameter pgerees and estimates the game matrix A, (see Algorithm 2). Another key
distinction from [24] is that our problem setting under homogenous sensors does not need complete
exploration of the strategy spaces. We introduce a simpler algorithm that eliminates the need
for Upper Confidence Bound (UCB) estimates for each entry of the A matrix, as the exploration-
driven optimism framework is not required in this scenario. Consequently, we establish tighter
regret bounds that do not depend on the strategy spaces, i.e., (O(v/T) instead of O(\/|I[|J|T) ).

Algorithm 2: Online Learning and Adaptation of Strategies for Homogenous Sensors
Feedback samples: H = ()
fort=1,...,T do

Compute sample average ﬁﬁlet et USing samples in H

Clipping estimator: ﬁiletect,l = min(max(ﬁfietect’l,pmm,l),pmm,l);l =1,..p

Solve the estimated game Ay, where A;(i, ) = Vi;log(1 — Potect) + Ci — Tt

(zF,y;) € argminargmaxz ' A;y (using Algorithm 1) (13)
reX yey

Play pure strategy i; ~ =} and observe intruder’s pure strategy j: ~ y:
Collect V;, ;, samples from sensor feedback into H
end

In Algorithm 2, we use a clipped estimator for the parameter p',..,, which keeps the estimate
within a feasible range [pyin, Pmaz] ; this ensures stability in small sample sizes without affecting
long-term convergence to the true parameter pgetecs. Furthermore, in each iteration of Algorithm
2, the estimated game (as in (13)) can be efficiently solved for NE strategies using Algorithm 1.

We will perform analysis from the perspective of a single player, i.e., the defender, who does not
control the actions of the opponent (i.e., the intruder). Let (zf,y") denote a pair of NE strategies
of the game G (with payoff matrix A), and V} = zTT Ay' be the value of the true game. In order
to analyze the performance of the online learning algorithm, we consider the individual regret for
the defender, i.e., the difference in expected cumulative payoffs relative to the value of the game:

T
Rr = Z (xtTAyt - VA*> . (14)
=1

Building on the results from perturbation theory in zero-sum games presented in [29] we present
the following result, characterizing the bound on the cumulative regret in (14).



Theorem 6. Under Assumption 1, for a specified o € (0,1), with probability at least 1 — «,
Algorithm 2 has the following guarantees for the cumulative regret (as in (14)):

5V 2V, 2T
1. Rt < M\/Tlog—;yt = yT (i.e., y; is any NE of G);
(1_pmax) @

22V, 2T
2. Ry < M\/Tlog—;yt £y (i.e., y; is not a NE of G),
(1_pmax) «

where Viyar = II}E;,X Vij and pmaz s the mazimum probability of detection of the sensors.

Remark 7. In [30], the authors propose an online learning algorithm which is an adaptation of
Exp3-1X, where they assume the existence of mized-strategy Nash equilibrium with full support.
Particularly, at each iteration t of their algorithm, they restrict the space of NE strategies to §; =
{reX iz, > ﬁ,Va € I}. However, many zero-sum games are not guaranteed to have a mized-
strateqy Nash equilibrium with full support. In our algorithm, we do not restrict the space of NE
strategies for the players. Additionally, our results presented in Theorem 6 provide tighter regret
guarantees O(T _%) compared to O(T™5) presented in [30].

We will now consider the setting with heterogeneous sensors, i.e., each sensor has a different
probability of detection. In this setting, the game’s payoff matrix A can be parameterized by a set

of |S| Bernoulli distributions, with parameters {pgetect.1, - - -, Pdetect.p}>P = |S|, each corresponding
to a sensor s; € S, Il =1,...,p. The game’s payoff matrix in this setting is given by:
P
Aij = Z V;'j,l lOg(l - pdetect,l) +c — Tj, (15)
=1

where V;; is the number of nodes covered by the sensor [ in the joint strategy ¢ € I and contained
in the intruder’s path j € J, and ¢;,r; are sensor and path costs as specified before, respectively.
Define max;; Vij; = Vinazy. We note that each entry of A may not depend on all |S| Bernoulli
parameters, as V;;; can be zero for a subset of sensors in §. This is due to the fact that every
intruder path j € J will intersect nodes covered in the graph by only a subset of the sensors. Thus,
unlike the homogenous sensors setting, we will need exploration of strategies of both the players to
ensure better estimates of these Bernoulli parameters.

We adapt the Upper Confidence Bound (UCB) algorithm for learning in matrix games proposed
n [24], by constructing the UCB estimate for the game matrix A based on the confidence bounds
of the Bernoulli parameters. We assume that ¢;’s and r;’s are known.

Lemma 8. For the game matriz A defined in (15), the following holds with probability at least
1-9,

p 2
T Vma:c 1 K It .
Ay < Ay S et [ = i (16
=1

— Pmax,l 2(1 \4 nﬁj,l) kA

where Afj is an estimate of A;; evaluated with sample averages ﬁﬁletect I nfjl is the number of times
the intruder chooses the path j which contains nodes covered by the sensor l in the joint orientation
strategy © up to (but not including round t), and we use the notation (1V -) = max(1,-).

Define V4, = max; Vinaz, and Draz = MaX; Praz,- We have the following result that charac-
terizes the bound on the regret (Equation (14)) when Algorithm 1 in [24] is applied to the instance
of the intrusion detection game with the UCB estimate A;‘:j as defined in Equation (16).

8



Theorem 9. Let Assumption 1 hold and let T > |S||O||J| > 2, § = 1/(2T?%S||0|J|), C =
Vinaz /(1 — Pmax). When Algorithm 1 in [2]] is applied to the instance of the game G with the UCB
estimate A}; (as in (16)), the regret (as in (14)) is bounded as:

Rr < 1+ C|S|\/2|0[|J|T log(4T2|S]|0]|J]) = O(V/IS]?O]|J|T). (17)

Remark 10. Applying Algorithm 1 of [2/] directly would result in a regret bound that depends expo-
nentially on the number of sensors, i.e., O(\/|O|ISI|J|T). We leverage the specific structure of the
game to achieve significant improvements in the regret bound in Theorem 9, i.e., O(\/|S|2|O]|J|T),
which will lead to faster convergence to the NE strategy for the defender. Additionally, the parame-
ter §, which governs the balance between exploration, regret bounds, and high-probability guarantees
depend on |©||S||J| instead of |O[IS!|J|. We present the adapted UCB algorithm (Algorithm 3) and
additional discussions in Appendiz A.

5 Experiments

In this section, we evaluate the performance of the proposed algorithms through simulations.

5.1 Empirical Evaluation of Distributed Weighted Majority Algorithm

In this section, we present numerical evaluations to show the computational efficiency of DWM
algorithm. We consider the nine-room grid world environment as shown in Figure 1(a). This is
a 19 x 19 cell environment, which can be represented by a graph. Sensors are installed on the
cells (resp. nodes in the graph) marked in red (and numbered), and all cells marked in black are
obstacle cells. We set |©| = 4, i.e., each sensor has 4 possible orientations: { East, North, West,
South}. We vary the number of sensors |S| € {2,3,4,5,6,7,8} to generate multiple instances of
the game. The defender’s strategy space, given by 415!, scales exponentially with the number of
sensors in . The intruder’s strategy space is set to |J| = 50, i.e., there are 50 possible paths for
the intruder (e.g., see Figure 1(b)) from node S (marked in yellow) to node 7" (marked in orange)
in the grid. All simulations are run on a 2.6 GHz 6-Core Intel Core i7 machine. We set e = 0.001,
i.e., we wish to compute a e-Nash Equilibrium for the game with ¢ = 0.001. For each instance
of the game, we compute the number of iterations 7" based on |I| and er using Equation (12) by
setting L = T'. We solve for the NE strategies using three approaches: (i) a standard bi-level Linear
Program (LP) (using Gurobi Optimization Solver), (ii) WM algorithm (as in [19]) and (iii) DWM
algorithm (Algorithm 1) for T iterations, and record the running times in Table 1. We observe that
the WM and DWM algorithms solve the game to within a 0.001 approximation of the game value
much faster than the LP. We observe that as the strategy space increases, the DWM algorithm
outperforms the WM algorithm, with a significant reduction in running time. Due to limitations on
the problem sizes in Gurobi Solver (academic license), we cannot solve LPs for problem instances
with strategy spaces more than 2000.

5.2 Empirical Evaluation of Online Learning Algorithm

We consider the intrusion detection game under homogenous sensors, and evaluate the performance
of Algorithm 2. We set the true Bernoulli parameter to pgerect = 0.8 and generate several instances
(A matrices) by uniform random sampling of V;; € [10,20],Y(i,5) € I x J, with I = {1,...,10}
and J = {1,...,20}. We solve for the NE strategies (z',y") using Algorithm 1 with ez = 1076 and
estimate the optimal game value V = 2T Ay". We run Algorithm 2 in both settings: (i) y; = y;
and (ii) y; being a random point on the probability simplex Y for each ¢. We plot the cumulative



|S| Strategy Spaces Linear Program Weighted Majority Distributed Weighted Majority

2 16 x 50 3.22 2.73 2.68
3 64 x 50 7.90 3.04 3.65
4 256 x 50 24.88 6.09 4.28
5 1024 x 50 75.72 12.15 6.13
6 4096 x 50 - 35.51 7.88
7 16,384 x 50 - 107.65 9.92
8 65,536 x 50 - 365.43 11.83

Table 1: Comparison of running times (in seconds) of Distributed Weighted Majority Algorithm
(Algorithm 1) with standard Weighted Majority algorithm and Linear Program

regrets Ry (for y # y') and RTT (for y = y') by setting 7' = 1000 in Figure 1(c). We observe
that the regret grows sublinearly, indicating that the learning algorithm is effectively adapting and
improving its performance over iterations. Additionally, we note that the regret is higher when the
intruder employs the (optimal) Nash equilibrium strategy of the true game.

Cumulative Regret vs. Iterations

|
o

o
EY

o

Cumulative Regret

o o o
(4

N}

g ) ) ) —— Regret (Ry) for (x;,ye)

n
|
]

T

o

o

Regret (R1) for (x;,y")

T

200 400 600 800 1000
Iterations

(b) ()

Figure 1: (a) Sample sensor scheduling strategy (pure strategy) of the defender; (b) Sample paths
(pure strategies) of the intruder in the 9-room grid world; (¢) Cumulative regret plots for Alg. 2

-
o

6 Conclusions

In this paper, we address the problem of sensor scheduling for intrusion detection by formulating
it as a zero-sum game over a graph. We proposed a distributed algorithm, which leverages the
structure of the game’s payoff, for efficiently computing equilibrium strategies for instances with
exponentially large strategy spaces. We further extend our analysis to scenarios with unknown
sensor models, introducing online learning algorithms with high-probability regret guarantees for
learning equilibrium strategies under bandit feedback. Our work leverages the structure in the
combinatorial action space of the players to achieve significant computational efficiency and scal-
ability. FEmpirical evaluations demonstrate the practical effectiveness of our approach, showing
near-optimal and scalable performance over several instances of the game. In future work, we aim
to extend the framework to dynamic game environments, where strategies can adapt to changes
in sensor performance, including degradation or reconfiguration, as well as stochastic variations in
game payoffs.
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A Online Learning Algorithm for Heterogeneous Sensors

In this section, we present an adaptation of the Upper Confidence Bound (UCB) algorithm for
matrix games originally studied in [24] for the intrusion detection game with heterogeneous sensors
(see Algorithm 3). The UCB algorithm and regret analysis in [24] is presented with respect to the
max-player, however, in our game setting, the defender is the min-player. From Remark 3, we have
the following:

(z*,y*) = argmin argmax 2| Ay = argmax argminz ' (—A)y (18)
reX yey reX yey

Therefore, without loss of generality, we will consider the game matrix to be —A and note that the
UCB estimate for analyzing the regret will remain the same, as the following relationship holds for
the regret R(A, UCB, T) as defined in [24]: R(A,UCB,T) = —Rp, where Ry is the regret measure
defined in our paper in (14).

Algorithm 3: Online Learning and Adaptation of Strategies for Heterogeneous Sensors

Feedback samples: H = ()
fort=1,2,...,7 do
Compute sample average p',.,. et USINg samples in H

Clipping estimator: ﬁzletect,l = min(max(ﬁgetecm,pmm,l),pma%l);l =1,..p

b 2
i = Vinaz.1 log(%)
Compute Al = AL, + E maz, B
ij ij 1~ Pma, 2(1v nfj’l)

Solve the estimated game A’:

(z},y;) = argmax argminz ' A'y (20)
zeX yey

Play pure strategy i; ~ xj and observe intruder’s pure strategy j; ~ y;
Collect samples from sensor feedback into H;: H <+ H U H;
end

The key distinction between Algorithm 3 and Algorithm 1 in [24] lies in how the UCB estimates
for the game matrix entries are computed. In Algorithm 3, these estimates are derived from
the confidence bounds of p Bernoulli parameters (representing the detection probabilities of the
sensors), rather than maintaining separate estimates for each ij-entry of the matrix. This approach
leverages the shrinking confidence bounds of the Bernoulli parameters to progressively tighten the
UCB estimates of the game matrix, ultimately ensuring convergence to the true game payoffs.
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B Theoretical Proofs

B.1 Proposition 2

Proof. We have A;j = A;; —r; and ng = B;; — ¢;. By substitution, we have A;j = log(pmiss(i,7)) +
¢; —r; and BZ{j = —log(Pmiss(1,7)) + 7 — ¢i. It follows that A;j = —BZ{j and thus A;j + ng =0.
Thus, the game G’ = {A’, B’} is a zero-sum game. The equivalence of Nash Equillbirum strategies
for G and G’ follows directly from the results presented in Section 2.1 in [26]. O

B.2 Theorem 4

Proof. We establish this result by showing the equivalence between the multiplicative weight up-
dates made by the DWM algorithm (Algorithm 2) to that of the Weighted Majority algorithm
n [19]. Consider the per-agent loss function

1 )
Ok) =D ALye(3) — = rim(h). (21)
jed p 7j=1
Now, consider the joint strategy weight update rule given by
Wit (i H 11 (kq,) (22)
Substituting for o}, (k,:), we have
P »
w1 (i) = [ o (kqa)8 0, (23)
q=1

P
= | [[of(ksi) | 5 o= (24)
q=1
From definition of Af . in (8), we have
P
D) => | Y ALw() Z riyi (] (25)
q=1 qg=1 \ jeJ
P
Z Z Vq X log( pdetect,q) + Ck) yt Z ijt (26)
q=1 jeJ jed
P
Z Z Vq X log pdetect,q Zczyt eryt ) (27)
q=1 jed jeJ
Z 108 (Pmiss (1,4))) e () + > cape(d) = D riwe(y (28)
JjeJ jeJ jeJ
Z (108 (Prmiss i- ) + ¢ — 15) () (29)
= Z Aijye(4)- (30)
jeJ

14



From Equations (11) and (9) we have, wyy1(i) = w;(i)3%®, where £,(i) = > jes Aijyj. The
weight update rule of the DWM algorithm (Algorithm 1) is equivalent to the multiplicative weight
update over the defender’s joint strategy space when the Weighted Majority Algorithm (as in [19])
is applied to compute the mixed strategies z € X for the defender. The guarantees presented in this
theorem directly follow from the results in Section 2.4 and 2.5 in [28]. We refer interested readers
to [19] and [28] for detailed theoretical analysis of the weighted majority algorithm for zero-sum

games.
O

B.3 Theorem 6

Proof. We begin by establishing a bound on ||[A; — A||s. For each round of interaction ¢, the
players play strategies i, j; and the defender receives V;, j, feedbacks from the sensors, i.e., for each
node [ traversed in the path j; and covered by the joint sensor strategy i;, the sensors get a 0/1
feedback whether the intruder was detected or not, denoted by the Bernoulli random variable ij’-l.
For round t, the estimate of Bernoulli parameter ﬁﬁletect is computed as follows:

Vit

1 Z St

~t o
Pdetect = V. . iy °
It 1

The sample average for T rounds of interaction is given by

1 X 1 Vig it Ny
AT )
Dietect = T Z Vi, Z Zij : (32)
Jt =1

t=1

After T rounds, the average number of samples obtained per round is given by
1 &
k= T Z Vit jes (33)
t=1

and the total number of samples if k7. Let pgerect denote the true Bernoulli parameter, i.e., true
probability detection of the sensors. Applying Hoeffding’s inequality, we have

P (|ﬁ§etect - pdetect| > ET) < 2€Xp (_2%T€%‘)' (34)
We define n > 2exp (—2ET6%). For a specified ep, with probability at least 1 — n, for T >

1 2 o
IOg n’ we have |pdetect - pdetect| < er.

(2keZ.)
We will now establish a bound for ||A; — Al|s. By substituting for A;;, we have,
‘AtJj - AZ]’ = ‘/1]’ log(l - ﬁiletect) - lOg(l - pdetect)" (35)

By applying the Mean Value Theorem to the function log(1 — p), we have the following bound

|ﬁfietect - pdetect| (36)

log(1 — pt —log(1 — paetect)| < 5 '
’ ( detect) ( ctect)| 1-— maX(pZetect,pdetect)

Since the true parameter pgetect € [Pmin, Pmaz], clipping the estimates ﬁzetect does not violate the
Hoeffding’s bound, we thus we have 1 — max(ply,,. . Pdetect) > 1 — Pmaz- Additionally, Vj; < Vi,
which leads to the following bound:

At .
||At o A||oo < Vmam |pdetect pdetect| ) (37)
1- Pmazx
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Denote §; = Vinaz|Py fit;;twp detect] We have o0 < (Vmaﬂ”et) with probability at least 1 —

log (2/7) (
21

Since with probability 1 — 7, we have ¢; = from Hoeffding’s bound), we have

Vmax 2
log —. (38)

Ap = Alloo € =T —
H ! H \/ﬂ(l_pmax) n

We will now analyze the regret Ry as defined in (14). Consider Case 1, where y; = 3, i.e., the
intruder knows the true game matrix A and plays the NE strategy y' of the true game. Consider
the instantaneous regret Ry for round t:

Re=a; Ayl — Vi =a;" Ayt — 2T7 Ayl (39)
By adding and subtracting a;ffltyT, we have

Re =T Ayt — i T Ayt + 2T Ayt — 27T Ayt (40)
Term-I Term-I1
Term-I:
x;fTAyT — xITAtyT = x;fT <A — At> yT < HAt — Ao < 6. (41)

To Term-II, we add and subtract a;TTfltyT, and obtain the following:

Term-I1 = xf{TfltyT — 2T Ay + 21T Ayt — 21T Ay (42)
Term-I1-1 Term-II-1T

Now consider Term-II-I. We know that (x},y;) is the NE for Ay. Since the y-player is maximizing
the expected game value, we have z} Atyt > xy Aty, Yy € Y and thus we have z} AtyJr <y Atyt As
a result, we have

Term-TI-1 < z} Ay — 2T Ay’ (43)

The right-hand side of the above expression can be viewed as the difference in the game values
when the NE strategies of a game A, ie., (zf,y!), are played in a perturbed game A;. From
Theorem 4 in [29], we have the following:

Term-1I-T < 3||A; — A||oo = 36;. (44)
Term-II-11

xTTfltyT — a:TTAyT = xTT(At — A)yT < HAt — Ao = . (45)

Combining Equations (41), (44) and (45), we have the following bound on the instantaneous
regret Ry:

Ry < 6 + 30, + 6, = 56 (46)
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The cumulative regret can be bounded as follows. With probability at least 1 — «,

T T
Ry = Z Ry < Z 56 (47)

= o2 o @
<ot [ @
5V,

_ﬁ logn x 2V/T (50)

5V2Vinaz | 2T
< ———/Tlog — o1
- (1 - pma:c) g ( )

where o« = T'n. This completes the proof of Part 1.

Now consider the scenario where y; # y', i.e., when the defender is playing against a suboptimal
opponent (intruder), who does not play the NE strategy of the true game. The instantaneous regret
is given by

Re=ai Ay, — Vi=alT Ay, — 2l T Ayl (52)

By adding and subtracting a;foltyt, we have

Ri = x;‘TAyt — xITfltyt +a:§Tfltyt —2i T Ayt (53)
Term-1 Term-I1
Term-I: R R X
m:TAyt - x:TAtyt =2 <A - At) Yr < ||As — Alloo = 0¢- (54)

In Term-II, we have xfTAtyt < xfoltyf, since the y-player is maximizing the expected game value,
and thus
ai Ay — 2T T Ayt < 2T Ay — 27T Ayt (55)

From Theorem 5 in [29], we have that ziT A,y — 2T Ayt < ||A; — A|so, and thus

wi T Ay, — T Ayt < || Ay — Al = 6. (56)
Combining the terms in Equations (54) and (56), we have

Ry < 6 + 6, = 26;. (57)

Using similar arguments as in Case 1, we have with probability at least 1 — «,
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B.4 Lemma 8

Proof. Consider the following expression for A;;:

P
Aij = Z Viji1og(1l — paetect,) + ¢ — 1. (59)
=1

We have the following confidence bound estimate for pgesect; which follows from Hoeffding
inequality (alternatively a special case of Chernoff’s bound): With probability at least 1 — ¢

A log % _
pdetect,l S paetectJ + 9 ) = pf' (60)

7
201V,
Using the similar technique as in proof of Theorem 6, we apply the Mean Value Theorem to the
function Aj;(Pdetect) With respect to pgetecti,! = 1,...,p (‘as in (59)) to obtain the following UCB

estimate for A;;

p 2
. Vinaz,1 log(5) <
A < At + E maz, o :A?., 61

1] 1] = 1— pmax,l 2(1 v nlz‘:j,l) 1] ( )

where Vi1 = max;; Vi O

B.5 Theorem 9

Proof. We establish this proof by making similar arguments as in Theorem 1 of [24]. Note that we
discuss the equivalence of our regret definition and problem setting with the one presented in [24]
in Appendix A.

Since the upper confidence matrix (61) overestimates the true matrix, we have Vjt >V} (see
Proof of Theorem 1 in [24]). Let E; be the bad event that there exists a pair 4,j such that
Pdetects > Py for [ = 1,...,p. By definition, E; € F;. Consider that E; does not hold and let z} be
the best-response of the x-player at round ¢. We have the following for the instantaneous regret
Rti

Ri=(Vi—a/ Ay) < (Vi — =/ Ayy); (62)
= (JE:T/Lyt - JEzeTAyt)% (63)
< (2] (A — Ayr); (64)
P 2
Vmaxl lOg(S)
< )
- [; 1= pazg \| 200V g | (65)

where the last step is obtained by substituting the upper confidence bound expression as in (61).
The cumulative regret can be decomposed into the sum of regrets due to the good and bad events,
and is given by

Rr =) Ry (66)

+ TP(U_, Ey), (67)
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with probability at least 1 — §. Using similar arguments as in Theorem 1 in [24], we bound
the second term as follows: TP(UL,E;) < 27?|8||0]||J]§ < 1. Recall that Ve = max; Vinaa.i,

Pmaz = Max; Pmazx,l and C = Vmax/(l - ﬁmaz)-
The first term is bounded by

T »p 5 _ »
Vmax l IOg ( K ) Vmax \/72

ZZ ’ < onT log = 68

[ =1 1 — Pmax,l 2(1 vV nt ) 1 — Prmax ZZ M1 0g 5’ ( )

t=1 ij,l iy =1

< C\SM/2\@HJ!T10g§. (69)

By substituting with § = 1/272|S||0||.J|, we have with probability at least 1 — d,

Ry < 1+ C|S|\/2|0[|J|T 1og(4T2[S]|0]|]) = O(v/|S)?I8]|J|T). (70)
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